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Want to study the following problem |
min H(Z|F)
attacks

Set of "attacks" depends on security model and protocol:

Device dependent ” Characterized system
: 1 : E.g. Known POVMs / state e
Semi-device independent ” s h Partially characterized system
'y ; 3 E.g. Known dimension '
" ' ' h Fully uncharacterized system
i
L E.g. We know itis quantum

Device independent
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The entropy optimization problem II
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Things look difficult

‘min H(Z|E)

attacks

» Wereally needto find the optima (or lower bound)!

» Potentially difficult to search the set of attacks?

 Can we nicely characterise (mathematically)?

* |sthere a (small) finite dimensional representation?

* Conditional entropy is concave

Must assume Eve knows the
~optimal attack

Our computers work with
limited memory / time...

Not nice (for minimizing)



A Tool: Convex Optimisation

e i « A




Convexity‘I'

— —— = - : - - — ) e el a0y

Definition: S '
| Aset X is convexifforall z,y € X and X € [0,1] we have CoHyex
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5= 19 piOQ , Trlp] = 1}

* Quantum measurements

M:{(Ml,...,Mn) | Vi M; >0, ,ZMk:H}
k

')\:B-—I—(l—.)\)yE'X.

Examples:

e Quantum states
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Definition: -
Afunction f: X — R isconvexifforall z,y € X and X € [0, 1]

we have

FOz+1=Ny) <A@+ 0=

Examples:
* Surprisal — log(x)
* Tracenorm HXH1

* Negative entropy - _H(A‘B)
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Theorem:
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St e X — e really reed to find the

Theorem:

If /: X =R isconvexand X is convex, then any local minimum
is also a global minimum.

Convexity does not imply efficiency though!
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X =0

Example (Min-entropy):
Given a cg-state

paE = Zp J|a)(al ® pq

we have

mln(A‘E) Og PgueSS(A’E)
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Linear objective function

Linear (in)equalities

Positive semidefinite
inequalities
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Efficiently solvable convex optimisation problems exist:

max/min min 1T CX] Linear objective function
5% |
S.t. Tr F’LX] —_ b?, VZ Linear (in)equalities
X i 0 Positive semidefinite
inequalities

Example (Min-entropy):
Given a cg-state

pap = D_pla)la)ial € pu (Made 4
we have o Z M
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Core idea

Try to transform to a convex problem

min H(Z|E)

attacks

—)

min f(x)

Sy € X

* Guaranteed optima
- Efficient (hopefully)

« Existing numerical software
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Device-dependent QKD - Eve's attacks

W@ o

Eve can manipula'te the transmitted state

PQAQEBE

State at end of round .
paBPE = (K®ZIE)(po.QsE)
But she is still constrained...

Statistical Prepare and measure

Tr[(Maa’: ® be)pQAQB] = p(a, b, x, y) TIIQBE[pQAQBE] :'pQA
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How much certifiable randomness does Alice generate in one-round? Aﬁ?alg}is H(A|PE) |

K H(A|PE)

0

log(da)

Eve's attacks Post-measurement Certifiable randomness
states |

S.t. pABPE = ]C(pQAQBE)

Post-measurement state

PQAQRE o5 0; TT[PQAQBE] =1 - Validq'uantuﬁ*\ state

We have more constraints on Eve's attacks!
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min H(A|PE) :

How much certifiable randomness does Alice generate in one-round? 9 oLl
H(A|PE)
0 ~ log(da)
Eve's attacks Post-measurement Certifiable randomness
states |
min H(A|PF)
S.1. /OABPE = ’C(pQA QBE) | Post-measurement state
PQAQBE - O, TI‘[;OQA QBE] = Valid q’uantuﬁ‘n state
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Attacks

How much certifiable randomness does Alice generate in one-round? Aﬁ?&&s H(A|PE) |
H(A|PE)
0 - log(da)
Eve's attacks Post-measurement Certifiable randomness

states

min H(A|PFE)

S.t.

paBrE = K(pQoQsE)
PQAQBE i Oa TT[PQAQBE] e - VaIidq,uantuh state

Tr[(Mao ® Ney)poaqs] = pla,b,2,y) Loy ="

Prepare and measure

TrQBE [/OQA QB E] e constraint

Post-measurement state
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min  H(A|PE)

s.t. paBpe = K(pg.qsE)
Tr|(Maz ® Nby)pgaqsl = pla; bz, y)
TrQ,ElPQaQsE] =0
PQAQpE = 0, Trlpg,qsze| =1

Simplification 1:

Eve can always purify!

POAQRE 'V |V)Q.QRrEF
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E dimension a priori
unbounded

Minimizing a concave
function
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min H(A|PE)
st. pappE = K(PQ.qQsFE)
Te{(M,s ® Noy)pg,0x] = pla,byz,g)  Mnimizinga concave
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E dimension a priori

S.1. pABPE = ]C(MD)(?’D‘QAQBE) unbounded

n

n

-

T Mo @ NG Do 0| = pla bogy) —inmizing a concave
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min‘ H(A|PFE)

E dimension a priori

S.1. pABPE =3 K(‘w><w‘QAQBE) unbounded
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min = HLAIDES

s.t.  pappe = K(|V){(¥|0.0xE)
r_?I'KMag; &) be)IOQA QB] == p(aa bv €L, y) MmlmleuI:Sc;t?o;oncave

rm

Irgel|Y)(Y]QugsE]l =0
Tr(|Y)(Y]lgagsE] = 1

E dimension a priori
unbounded

Tool: Isometric equivalence of purifications
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min  H(A|PE)

E dimension a priori

= pABPE = K(‘@)(@‘QAQBE) unbounded
JF_?I'[('MGJQ; &) be))OQA QB] = p(aa bv L, y) Mlmm:‘ZuI:Sc;t?ocnoncave
Tropellv)(Y]QiqsEl =0
Tr{|y) (¢ el e
QA QB Isomce):r;;r:;/:;lance H(A‘PE) s H(AlPF)

Tool: Isometric equivalence of purifications

If |¥))or and |®)qF are both purifications of 2@ . Thenthere exists an |sometry
V:E—F o V:F— E suchthat

U@ V)I)=1¢) o  (Ig@V)lp) =)
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s.t. - paBrE = K(|¥)(¥|QaqsE)
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E dimension bounded

Simplification 2: All purifications are equivalent!
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Optimization reduced to
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The simpler problem
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Theorem: . | min H(A|PE)

The device-dependent rate problem is . = s
Equivalent to a convex optimization problem.

Guaranteed to find optimal!

Efficient algorithms exist!

pappe = K(|¥){(¥]|qQ.qsE)

Tr[(Maw & be)pQAQB] B p(a, b, x, y)
TrQplpQagsl =0 '
p@as = 0. Tr[pg,qs] =1
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Current approaches
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Computing DD key-rates is easy...

...because some nice people have done the hard work for us.

[OpenQKD] Franke-Wolfe / Interior point Matlab https://opengkdsecurity.wordpress.com/

[LPCA24] Conic optimization Julia github.com/araujoms/ConicQKD.j|

[QICS] Conic optimization Python https://qics.readthedocs.io

Specify protoco| =—————————p Construct key channe| =—————— Passto a package



Example code (QICS - BB84

im

im

gx
gz

xe
X1
Z0
Z1

Ax

W W W W >x 0 #

F

an
nu

pr

print("Numerical key rate:

R — = e ———

port numpy as np

port picos

= 0.25
= 0.75

= np.array([[.5, .51,
= np.array([[.5, -.5],
= np.array([[1., ©.],

= np.array([[e., ©.],

= np.kron(Xe, X1) + np
= np.kron(Z@, Z1) + np

Define problem

picos.Problem()

[ .5, .511)
[-.5, .51
[e., 0.11)
[o., 1.1

.kron(X1, Xe)
.kron(Z1, Ze)

= picos.SymmetricVariable("X", 4)

Solve problem

.solve(solver="gics")

alytic_rate = np.log(2)
merical_rate = P.value

int("Analytic key rate:

.set_objective("min", picos.quantkeydist(X))
.add_constraint(picos.trace(X) == 1)

.add_constraint((X | Ax)
.add_constraint((X | Az)

== q)()

== qz)

+ (gx*np.log(gx) + gz*np.log(qz))

", analytic_rate)
", numerical_rate)

=S
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Eve can manlpulate the transmitted state and measurements
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Device-independent QKD - Eve's attacks

vl o Br

Eve can manlpulate the transmitted state and measurements

PQAQBE {Ma|:r;} {Nb|y}b

State at end of round

PABXYE = ) _ p(ﬁcy)\abxy)(abxw ® Trg,p[(Maje ® Nojy ®)pga0sE]

abxy
But she is still constrained...

Statistical (e.g. Bell-inequality violation)

Tr[(Mg)z ® Npjy ® IE)poiQsE] = p(a,blz,y)
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Post-measurement state
H(A|X = 0. E)
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The DI randomness pﬁoblem  min H(AX =0, E)
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st pam =Y _la)al ® Tr,qs [(Map ® Ig;8)0Q.05 8]
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Tr[(MaL’B (039 Nb|y (039 IE)PQAQBE] = p(a’ b‘gj, y) (Statisticalconstrainté)-
PQAQBE = 0, Ma|az =~ 0, Nb|y = 0
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: f(p)’:: min H(A|X =0, F)

S.T. PAE — Z ‘CL> <CL‘ %9 TIQAQB [(Ma|0 %Y IQBE)pQAQBE] (Post-measurement state)

Tr[(MaL’B (039 Nb|y (039 IE)PQAQBE] — p(a’ b‘gj, y) (Statisticalconstraints?).
PQAQBE = 0, Ma|az =~ 0, Nb|y = 0

Tr[pQAQBE [ =T, ZMam_—rAv ZNbly

(valid qua‘ntum' system)



)= min H(A|X=0.EF)
S.T. PAE — Z ‘CL> <CL‘ %9 TIQAQB [(Ma|0 %Y IQBE)pQAQBE] (Post-measurement state)

Can bereplaced
with any linear

cc()nst;clrair;ts on = Tr[(MaL’B @ Nb|y ® IE)pQAQBE] = p(a’ b‘gj, y) (Statisticalconstraints).
p(a,b|x,y). A
PQAsQEeE =4, Ma|:1: avad) Nb|y =0

Tr[pQAQBE [ =T, ZMam_—rAv ZNbly

(valid qua‘ntum' system)



)= min H(A|X=0.EF)
S.T. PAE — Z ‘CL> <CL‘ %9 TIQAQB [(Ma|0 %Y IQBE)pQAQBE] (Post-measurement state)

Can bereplaced
with any linear

ic)c()anst;clr;i;)ts on p— Tr[(MaL’B @ Nb|y ® IE)pQAQBE] — p(a, b‘aj, y) (Statisticalconstraints?).
PQAsQEeE =4, Ma|:1: avad) Nb|y =0

Tr[pQAQBE [ =T, ZMam_—rAv ZNbly

Dimension of all quantum systems is unbounded...

(valid qua‘ntum' system)



' f(p)H::-min H(A|X =0, F)

S.T. PAE = Z |CL> <CL‘ & TIQAQB [(Ma|0 %Y IQBE)pQAQBE] (Post-measurement state)

Can bereplaced
with any linear

‘c)c()anst;clr;i;)ts on p— Tr[(MaL’B ® Nb|y ® IE)PQAQBE] — p(a, b‘ﬂj, y) (Statisticalconstraints?).
PQAsQEeE =4, Ma|:1: avad) Nb|y =0

Tr[pQAQBE [ =T, ZMam_—rAv ZNbly

Dimension of all quantum systems is unbounded...

(valid qua‘ntum' system)

...need a new perspective
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Let's look at a simpler problem:

max Tr{p(X1 X5 + XoX1)] Dimension still unbounded
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TripX1] = a, TripX2] =0

Tripl=-1, p=0
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Let's look at a simpler problem:

max Tr{p(X;Xs + XoX4)) Dimension still unbounded

st X12 —==5 X22 =T X are Hermitian
TrjpX1] = a, Tr[pXs3] =0
Tripl=1,—"p = 0
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Trjpli= 1l "p = 0



Toolbox: Polynomial optimization nacy, PNAsol

e S — = e = ———— — — - By —

Let's look at a simpler problem:

max Tr[p(X1X2 -+ X2X1)] Dimension still unbounded

S X12 = X22 =T X are Hermitian
Parameter
TrjpXi| = a, Tr[pXa| =0 a € [1,1]

Trjpli= 1l "p = 0

Need a dimension-free compressed representation of a system...



Toolbox: Polynomial optimization nacy, PNAsol
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Let's look at a simpler problem:

max Tr[p(X1X2 -+ X2X1)] Dimension still unbounded

S X12 = X22 =T X are Hermitian
Parameter
TrjpXi| = a, Tr[pXa| =0 a € [1,1]

Trjpli= 1l "p = 0

Need a dimension-free compressed representation of a system...

... re-express everything in terms of moments! Ir [pXm]



Toolbox: Polynomial optimization

Building a moment matrix: max Tr[p(X1 X5 + X5X1)]

1.  Gather the operators of your problem St a2l T

{1, X1, X} Tr[pX1] = a, Tr[pX2] =0
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Building a moment matrix: max Tr[p(X1 X5 + X5X1)]

1.  Gather the operators of your problem St a2l T

{1, X1, X} Tr[pX1] = a, Tr[pX2] =0

2.~ Index a matrix with the operators, the (X,Y) entry represents Trlp] =1, p=0

Tr[pXY]
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Building a moment matrix: max Tr[p(X1 X5 + X5X1)]

1.  Gather the operators of your problem St a2l T
{1, X1, X} Tr[pX1] = a, Tr[pX2] =0

2.~ Index a matrix with the operators, the (X,Y) entry represents Trlp] =1, p=0

Tr[pXY]

P 23 =
I Trlp Tr[p X, Tr[pXo)]
X1 A Te[pXl] TEpXIX ] TrlpXiX,

Xo \Tr[pX]] Tr[pXiX:] Tr[pxix,)
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Building a moment matrix: max — Trjp(X; Xa 4+ X2 X1)]
1.  Gather the operators of your problem St a2l T
{[’ X, X2} Tr[pX1] = a, Tr[pX2] =0
2. Index a matrix with the operators, the (X,Y) entry represents Trp] = 1, EHeanl
Tr[pXTY]
Compressed repreéentation _
of the system I ;‘ 1 X D, We can simplify!

Infinite dimensions -> 3x3

/ Trfp]  Tr[pX)]  TrlpXs)
X1 | Tr[pX:1] Tr[pX?Z] Tr[pX:1Xs]
Xo \Tr[pXo] Tr[pXoXi] Tr[pX;]

-  Hermitian X
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Building a moment matrix: max — Trjp(X; Xa 4+ X2 X1)]
1.  Gather the operators of your problem St a2l T
{1, X1, X} Tr[pX1] = a, Tr[pX2] =0
2. Index a matrix with the operators, the (X,Y) entry represents Trp] = 1, P
Tr[pXTY]
Compressed repreéentation '
of the system I ;‘ 1 X D, We can simplify!

Infinite dimensions -> 3x3 H ian X
- ermitian

I | Trip X1 Tr pXs| \ - o=
X1 | Tr[pXy]  Tr[pX7] TrlpXiXe] |
Xo \Tr[pXs] Tr[pX2Xi] Tr[pX3]




Toolbox: Polynomial optimization

Building a moment matrix: max Tr[p(X1 X5 + X5X1)]

1.  Gather the operators of your problem St a2l T
{[7 X, X2} Tr[pX1] = a, Tr[pX2] =0
2. Index a matrix with the operators, the (X,Y) entry represents Trp] = 1, P
Tr[pXTY]
Compressed repreéentation '
of the system I ;‘ 1 X D, We can simplify!

Infinite dimensions -> 3x3 H ian X
- ermitian

-[ 1 8% A Tl” [pXQ] - :'I:rl[:r:O]X; ;_
X1 o T%ULX%] Trip X1 X5] | :
XaA\Tr[pXs] Te[pXeXa]  Tr[pX?]

e —— m— ——— = ——— E— — ——— =t
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Building a moment matrix: max Tr[p(X1 X5 + X5X1)]

1.  Gather the operators of your problem St a2l T
{[, X, X2} Tr[pX1] = a, Tr[pX2] =0
2. Index a matrix with the operators, the (X,Y) entry represents Trp] = 1, P
Tr[pXTY]
Compressed repreéentation '
of the system I ;‘ 1 X D, We can simplify!

Infinite dimensions -> 3x3 H ian X
- ermitian

I 1 Y O . - Tr[rho]l=1

Tr[rho Xa] =a

X1 @ TripXi] = Tr[pXiXs] ] - nmex-.
Ao\ 0 TrjpXXa] = TrfpX2] |

—_— — ——— = ——————— = =t
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Building a moment matrix: max Tr[p(X1 X5 + X5X1)]

1.  Gather the operators of your problem St a2l T
{[, X, X2} Tr[pX1] = a, Tr[pX2] =0
2. Index a matrix with the operators, the (X,Y) entry represents Trp] = 1, P
Tr[pXTY]
Compressed repreéentation '
of the system I ;‘ 1 X D, We can simplify!

Infinite dimensions -> 3x3 H ian X
ermitian

I 1 a O . Tr[rhol =1

- Tr[rhoX1]=a

X1 8 TI' [p] TI' [le Xz] - Tr[rhoX2] =0

- Xir2=1Id
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Building a moment matrix: max Tr[p(X1 X5 + X5X1)]

1.  Gather the operators of your problem St a2l T
{[, X, X2} Tr[pX1] = a, Tr[pX2] =0
2. Index a matrix with the operators, the (X,Y) entry represents Trp] =1, P
Tr[pXTY]
Compressed repreéentation .
of the system I ;‘ 1 X D, We can simplify!

Infinite dimensions -> 3x3 H ian X
ermitian

I 1 a O . Tr[rhol =1

Tr[rho Xa] =a

X1 |a 1 Tr[pX1Xs] | - miwora-c

Xir2 = Id

X2 0 TI[,OXQXl] 1 . Tl

- S S— e ——— = = i, &8 S !
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Important: Moment matrices are always positive semidefinite.
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Any feasible quantum system has a moment matrix of the form

i Q 0
8% 1 TI‘[,OXlXQ] i O
0 Tr[pXQXl] 1

Important: Moment matrices are always positive semidefinite.

max Tr[p(X1 X2 + X2X4)]
pba X — T XeEeCT
Tr[pX1] = «a, Tr[pXs2] =0
Tefp]l =1, =gzl
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Any feasible quantum system has a moment matrix of the form

i Q 0
8% 1 TI‘[,OXlXQ] i O
0 Tr[pXQXl] 1

Important: Moment matrices are always positive semidefinite.

max Tr[p(X1Xs + X2X1)] - max u-+7q
pba X — T XEECT: , 1
Tr[pX1] = «a, Tr[pXs2] =0 s.t. o
Telo] = 1, " pec@ 0

S = Q

=l TR
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Any feasible quantum system has a moment matrix of the form

i Q 0
8% 1 TI‘[,OXlXQ] i O
0 Tr[pXQXl] 1

Important: Moment matrices are always positive semidefinite.

max Tr[p(X1Xs + X2X1)] - max u-+7q
Sibooe X2 = I X2=1 < 1
Tr[pX1] = «, Tr[pX2] =0 T s.t. o)
Telo] = 1, " pec@ 0

S = Q

=l TR

Y
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Any feasible quantum system has a moment matrix of the form

i Q 0
8% 1 TI‘[,OXlXQ] i O
0 Tr[ngXl] 1

Important: Moment matrices are always positive semidefinite.

max  Tr[p(X1Xs + X2X1)] - max u

=
pba X — T XECT < A 1
Tr[pX1] = «a, Tr[pXs2] =0 s.t. o
Toiol—=1, p=0 Not tight 0

in general

S = Q

=l TR

Y



Toolbox: Polynomial optimization

— — = == —— — ——————

Any feasible quantum system has a moment matrix of the form

1 Q 0
8% 1 Tr[leXg] i O
0 Tr[ngXl] 1

Important: Moment matrices are always positive semidefinite.

max  Tr[p(X1Xs + X2X1)] - max u

+U
S X2 =I5 Xe=1 < 1 a O
Tr[pX1] = «, Tr[pXs] =0 s.t. 8 M ! 14 N
Trlp] = 1, p=0 Not tight el
in general

Semidefinite program (SDP)
- Efficient algorithms
- Guaranteed optima
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Any feasible quantum system has a moment matrix of the form

1 Q 0
8% 1 Tr[leXg] i O
0 Tr[ngXl] 1

Important: Moment matrices are always positive semidefinite.

max  Tr[p(X1Xs + X2X1)] - max u

+U
S X2 =I5 Xe=1 < 1 a O
Tr[pX1] = «, Tr[pXs] =0 s.t. 8 M ! 14 N
Trlp] = 1, p=0 Not tight el
in general

Semidefinite program (SDP)
- Efficient algorithms
- Guaranteed optima U =

vV 1—a?
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Any feasible quantum system has a moment matrix of the form

1 Q 0
8% 1 Tr[leXg] i O
0 Tr[ngXl] 1

Important: Moment matrices are always positive semidefinite.

max Tr[p(X:Xa + X2 X1)] - max  u

+u
S X2 =I5 Xe=1 < . 1 a O
Tr[pX1] = «, Tr[pXs] =0 s.t. 8 M ! 14 N
Trlp] = 1, p=0 Not tight ST
in general
Achievable!

— Semidefinite program (SDP)
0 = ‘O> <O| X1 =aoy + - T 0620')( - Efficient algorithms
Xo =0x

- Guaranteed optima U =

vV 1—a?
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Moment matrix mefhod gives SDP relaxations.
Better relaxations possible with larger indexing sets
' 2 2
{1, X1, X9, X7, X1 X0, X2 X1, X5}

Relaxations converge to actual optima under mild conditions

"Level 2" relaxation

Bounded operators
sufficient
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Moment matrix method gives SDP relaxations.

Better relaxations possible with larger indexing sets
{I, Xl, XQ, X12’ X1X2, X2X1’ X22} "Level 2" relaxation

Relaxations converge to actual optima under mild conditions Bounded operators
sufficient

Applies to very general polynomial problems

max / min Tl"[p P(X17 s )] Expectation of polynomial
[p Qi(Xlﬁ ST 7X )] Equalities and inequalities
Rj (X17 R ) = 0 Operator constraints

p=0
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Moment matrix method gives SDP relaxations.

Better relaxations possible with larger indexing sets
{I, Xl, XQ, X12’ X1X2, X2X1’ X22} "Level 2" relaxation

Relaxations converge to actual optima under mild conditions Bounded operators
sufficient

Applies to very general polynomial problems

max / 11111 Tl"[p P(X17 s )] Expectation of polynomial
[p Qi(Xlﬁ ST 7X )] Equalities and inequalities
Lots of applications ,
beyond DI cprl;ptography = R] (X17 o o ) t O Operator ConStI’aintS

Review [TPBA24] 0 i 0
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Simple DI key-rate bounds
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The von Neumann entropy is complicated, so let's make things easier

min H(A|X': 0,FE) > min Hpuin(A|X =0,E)

Attacks attacks

=" min == 10g Poyes(A| X =07 E)

attacks

= —log max Ppuess(4|X =0, F)

attacks
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Simple DI key-rate bounds
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The von Neumann entropy is complicated, so let's make things easier

min H(A\X':O,E)_ > min Hpyi(A|X =0,E)

Attacks attacks

=" min == 10g Poyes(A| X =07 E)

attacks

= —log max Ppuess(4|X =0, F)

attacks

So we will try to solve

max Pojesa(@X = 0°F)

attacks
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a@b Ty
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Tilegigial=bid M, = La,~D) Ny, — Ieboy L. % 1p
a : b

C



CHSH.examplé

Guessing probability problem

g(w) := max Z TI‘[(Mam ® Ip ® Za)pQiQsE]

Not quite a Z TI‘ a|:z: %Y Nbly ® IE)pQAQBE] T
polynomial a@b Ty
problem yet

PQAQpE = 0, Ma|az >~ 0, Nb|y b2 0
Tilegigial=bid M, = La,~D) Ny, — Ieboy L. % 1p
a : b £



CHSH‘examplé

Guessing probability problem

g(w) := max Z TI'[(Mam ® Ip ® Za)pQiQsE]

Not quite a Z Tr a|af: ® Nbly & IE)pQAQBE] — W
polynomial a@b Ty
problem yet

PQAQrE = 0, Ma|az =4, Nb|y =055 % ~ 0
Tilegigial=bid M, = La,~D) Ny, — Ieboy L. % 1p
a : b

C

Need to "forget" the tensor product

e

' Ma|w:Ma|x®IQB R1E Nb|y:IQA ®Nb|y®IE /Z\C:IQA ®IQB ® Ze



CHSH‘examplé

Guessing probability problem
g(w) < max ZTr[ﬂa|OZap]

1

Not quitea S.t. Z Z Tr[Ma'wNmyp] — 1)
polynomial a®b=zy
problem yet =

P t 07 Ma|x i 07 ﬁb|y t 0? 2C t 0
Tl e — 1 > Nyl 2t
a b

c

—_— —_—— AN

[Ma|a’:a Nb|y] = 0, [Ma|a:7 Zc] = 0, [Nb|y7 Zc] =0

Need to "forget" the tensor product

— P

' Ma|w:Ma|x®IQB R1E Nb|y:IQA ®Nb|y®IE ZC:IQA ®IQB ® Ze



CHSH.examplé

Guessing probability problem

g(w) < max ZTr[ﬂa|OZap]

‘ ’ » 1 > o 3
Not quitea S.t. Z Z Tr[Ma'mwap] =l
polynomial a®b=zy
problem yet =

P Nyl 0
Tl e — 1 > Nyl 2t
a b c

- o % Relaxes the tensor -

[Ma|maNb|y] e 07 [Ma|a:7Zc] o Oa [Nb|y7 Zc] =0 . product constraint.

Need to "forget" the tensor product

e AN
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CHSH.examplé

Guessing probability problem

g(w) < max ZTr[ﬂa|OZap]

‘ - . ]_ —~ A~

Not quitea S.t. Z Z Tr[Ma'mwap] =l

polynomial a®b=zy

problem yet — o s

s P t 07 Ma|x i 07 Nb|y i O? ZC t 0

Now we have a =E ~ ~

polynomial Tr[p] = 1, ZMG’|Q3 =I5 Zijy =<5 Z A

problem! a b c

- o % Relaxes the tensor -

[Ma|maNb|y] e 07 [Ma|a:7Zc] o Oa [Nb|y7 Zc] =0 . product constraint.

Need to "forget" the tensor product

e AN

' Ma|w:Ma|x®IQB R1E Nb|y:IQA ®Nb|y®IE ZC:IQA ®IQB ® Ze
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DI rates are also easy to compute

PCPOP.j| Julia https://abhimishra.github.io/PCPOP.jl/dev/

moment Matlab https://github.com/ajpgarner/moment

ncpoleon Python https://github.com/ncpoleon/ncpoleon




CHSH example

DI rates are also easy to compute

PCPOP.jl Julia https://abhimishra.github.io/PCPOP.jl/dev/

moment Matlab https://github.com/ajpgarner/moment

ncpoleon Python https://github.com/ncpoleon/ncpoleon

Running the numerics we find: 10
Z2 \\
= Level1is not sufficient =2 ~
= Level 2 gives optimal bound [MPA11] ;0'8
3 0.7
1+\/2 _A(8w—4)2/4 '506 \
9(w) = : \
2 0.5

0.76 0.78 0.80 0.82 0.84
CHSH score (w)
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Min vs. von Neumann entropy !
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Guessing probability gives us a min-entropy bound

min Hpin(A|X =0,F) > —log g(w)

Attacks -

This lower bounds the von Neumann entropy  Hpy,in(A|X =0,E) < H(A|X =0, F)

1.0

Valid lower bound on our ‘ | Hmi“(’§|x=0"€,)‘

randomness rates . 0:8 =9

O 0. 78— =082 - 0.84
CHSH score (w)



Min vs. von Neumann entr‘OpyX/@\ ' 5
SSTe _ F pQAQBE S e e |

Guessing probability gives us a min-entropy bound

min Hmm(A|X =0,F) > —logg(w)

Attacks

This lower bounds the von Neumann entropy  Hpy,in(A|X =0,E) < H(A|X =0, F)

1.0 ; , ,
Valid lower bound on our — Hmin(A|X=0, E) |
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