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1. They generate raw keys using their devices.

2. They correct errors (information reconciliation) 

1001101...

3. They extract randomness (privacy amplification)

Cost:

Gain:

Key rate:                                             bits per round
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Want to study the following problem

E.g. Known POVMs / state

Set of "attacks" depends on security model and protocol:

Alice Bob

Alice Bob

Alice Bob

Device dependent Characterized system

Partially characterized system

Fully uncharacterized system

E.g. Known  dimension

Semi-device independent

Device independent

E.g. We know it is quantum
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The entropy optimization problem II

Things look difficult

• Conditional entropy is concave

• Potentially difficult to search the set of attacks?

• Can we nicely characterise (mathematically)?

• We really need to find the optima (or lower bound)!

• Is there a (small) finite dimensional representation?

Must assume Eve knows the 
optimal attack

Our computers work with 
limited memory / time...

Not nice (for minimizing)
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Definition:

A set    is convex if for all           and            we have
Convex

Nonconvex

Examples:

• Quantum states

• Quantum measurements
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Definition:

A function            is convex if for all           and            
we have

Examples:

• Surprisal

• Trace norm

• Negative entropy
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Convex Optimisation

Theorem:

If             is convex and     is convex, then any local minimum
is also a global minimum.

We really need to find the 
optima (or lower bound)!

Convexity does not imply efficiency though!
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Core idea

Try to transform to a convex problem

• Guaranteed optima

• Efficient (hopefully)

• Existing numerical software



Device-dependent rates

Hidden convexity
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Device-dependent QKD – Eve's attacks

Alice BobEve

Eve can manipulate the transmitted state

Prepare and measure

State at end of round

But she is still constrained...

Statistical
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x

x
x

Eve's attacks Post-measurement 
states
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DD-QKD key rate problem Alice BobEve

How much certifiable randomness does Alice generate in one-round?

Post-measurement state

Linear constraints on
P(a,b,x,y)

Prepare and measure 
constraint

Valid quantum state

x
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x

Eve's attacks Post-measurement 
states

Certifiable randomness
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Simplifying the problem

E dimension a priori 
unbounded

Minimizing a concave 
function 

If                    and                 are both purifications of           . Then there exists an isometry

or

or

Tool: Isometric equivalence of purifications

such that

Isometric invariance 
of entropy
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Current approaches

Ref. Method Language Code

[OpenQKD] Franke-Wolfe / Interior point Matlab https://openqkdsecurity.wordpress.com/

[LPCA24] Conic optimization Julia github.com/araujoms/ConicQKD.jl

[QICS] Conic optimization Python https://qics.readthedocs.io

Computing DD key-rates is easy...

Specify protocol Construct key channel Pass to a package

…because some nice people have done the hard work for us. 



Example code (QICS – BB84)
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Making convexity
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Device-independent QKD – Eve's attacks

Alice BobEve

Eve can manipulate the transmitted state and measurements

State at end of round

But she is still constrained...

Statistical (e.g. Bell-inequality violation)
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The DI randomness problem

How much randomness is generated from Alice's device when x=0?

(Post-measurement state)

(Statistical constraints)

(Valid quantum system)

Can be replaced 
with any linear 
constraints on 
p(a,b|x,y).

Alice Bob Eve

Dimension of all quantum systems is unbounded...

...need a new perspective
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Toolbox: Polynomial optimization

Let's look at a simpler problem:

Parameter

Need a dimension-free compressed representation of a system...

… re-express everything in terms of moments! 

Dimension still unbounded

X are Hermitian

[NPA07, PNA10]
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Building a moment matrix:

1. Gather the operators of your problem

2. Index a matrix with the operators, the (X,Y) entry represents

Compressed representation
of the system

Infinite dimensions -> 3x3

We can simplify!

- Hermitian X
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Toolbox: Polynomial optimization

Any feasible quantum system has a moment matrix of the form

Important: Moment matrices are always positive semidefinite. 

Not tight 
in general

Semidefinite program (SDP)
- Efficient algorithms
- Guaranteed optima

Achievable!
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Toolbox: Polynomial optimization

• Moment matrix method gives SDP relaxations.

"Level 2" relaxation

Expectation of polynomial

Equalities and inequalities

Operator constraints
Lots of applications 

beyond DI cryptography
Review [TPBA24]

• Better relaxations possible with larger indexing sets

• Relaxations converge to actual optima under mild conditions

• Applies to very general polynomial problems

Bounded operators
sufficient
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Simple DI key-rate bounds

The von Neumann entropy is complicated, so let's make things easier

Alice Bob Eve

So we will try to solve
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CHSH example

Guessing probability problem

Alice Bob Eve

Not quite a 
polynomial 
problem yet

Need to "forget" the tensor product

Now we have a 
polynomial 

problem!
Relaxes the tensor
product constraint.
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moment Matlab https://github.com/ajpgarner/moment

ncpoleon Python https://github.com/ncpoleon/ncpoleon



CHSH example

DI rates are also easy to compute

Running the numerics we find:

▪ Level 1 is not sufficient

▪ Level 2 gives optimal bound [MPA11] 

Alice Bob Eve

Name Language Code

PCPOP.jl Julia https://abh1mishra.github.io/PCPOP.jl/dev/

moment Matlab https://github.com/ajpgarner/moment

ncpoleon Python https://github.com/ncpoleon/ncpoleon
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Min vs. von Neumann entropy

Guessing probability gives us a min-entropy bound

This lower bounds the von Neumann entropy

Valid lower bound on our 
randomness rates

Far from optimal...

Alice Bob Eve

[PABGMS09]
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Better bounds on H(A|E)?

Goal: Find better numerical bounds on H(A|E)...

Better entropy inequalities:  If A is uniform and binary then 

Better polynomial bounds:  Bounds of the form 

[TSGPL21, BFF21, BFF24, KS25]

Cheap fix Limited scope

[BH09]

General and tight*

Quickly too expensive

Hybrid bounds: Analytical reductions + numerics

[MPW22]
Fast and tight

Limited scope
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