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Web Services Definition

* machine to machine communication via WWW
* web protocols: e.g., http, https, etc.

* response: XML, JSON, etc.




REST (Representational State Transfer) APIs

 architectural style for web services (RESTful APIs)
* uniform, predictable URIs
* stateless

e scalable

e standard HTTP methods (GET, POST, etc.)




RESTful EPICS Web Services at the CLS

 There are some, but...
e Very rudimentary (i.e., prototype level)

e \We are here to learn




Architecture

Browser Browser

web services

Tornado
(JSON)

Tornado

Python Python

CA_PROTO_SEARCH
Beacons

Network
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CLS RESTful APIs

https://epicsgateway.clsi.ca
/get pv/<pv_name>

/list pvs
/list iocs
/list clients
/list requests
/list beacons




CLS RESTful APIs

/list pvs

/list pvs/?count=<X>&offset=<¥Y>

/list pvs/?count=<X>&offset=<¥>&sort=<mode>
/list pvs/?count=<X>&offset=<¥>&search=<regex>
/list pvs/?count=<X>&offset=<¥>&ioc=<id>

/list pvs/?count=<X>&offset=<¥>&app=<id>

/list pvs/?count=<X>&offset=<¥>&invalid

/list pvs/?count=<X>&offset=<¥>&duplicate

/list pvs/?count=<X>&offset=<¥>&ioc=<id>&search=<regex>&sort=<mode>
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* List EPICS PVs
 all / host / 10C / applications
* lost / duplicate / invalid names
* most requested
* search
* List EPICS 10CS
* apps / beacons / PVs
* List Requesting Clients




PVS [I0CS SEARCH PVS DUPLICATE PVS

INVALID NAMES LOST PVs HOSTS REQUESTS LINUXMONITOR

Displaying 1 - 25 of 659815 detected PVs

<< PREV NEXT >>

Index PV Name

1 SMTR1607-7-121-03:veloBase

2 [OP1302-03:Channellnfo:cycle:upd?

3 S5YM1411-14:cAbsStep

4 SMTR1607-5-110-17:servo:pid:integrationSumLimit
5 SMTR1607-8-110-21:calibMove?

5] SMTR1601-1-R10-56:cosineln

7 CCGO0004-01 :vac:raw

2] BID1411-03:A:05C

9 SMTR1604-3-122-27:debugl evel

10 IOP1302-03:reset

11 SMTR1601-1-R10-63:debugl evel

12 dxpl607-B21-13:dxp3:EnergyThreshold
13 SMTR1610-4-122-09:preDBand

14 07B2 ¥SL W:ExtPVDL

15 IOP1409-B20-02

16 I0P1409-B20-03

17 IOP1409-B20-04

18 IOP1409%-B20-05

19 SMTR1607-8-110-21:calibMovel

20 SMTR1607-7-121-13:softlimit:configure
21 ENC1607-5-110-21:atBoot

22 DO4611

23 MSD1606-5-07:intvl:fbk

24 SMTR1608-4-B10-26:backlash

25 SMTRODOD-E09-01:brakeBit

<< PREV NEXT >>

Requests (Tot.)
113220
9259
32878
151319
124533
67336
72560
5377915
25970
68666
50809
59935
78463
60626
90834
96006
94956
94641
122489
68811
67541
9498
56084
215154
99590

Requests (Non GW)
a4

0

9

47
13193
13
188
134560
46

15

7

243
617
19
531
457
633
443
13199
13

68
37499
43

Last
MBE-WOO01627

NEBE-WO0D1627
NEK-WO0D1627
VMIOC2400-106
NEBK-WO0D1827
VM-ARCHIVER-02
OPI1021-101
WES-W001434.
WES-W001434.
NEBE-WO0D1627
OPI1&07-002
OPI1610-204
NEBK-WO0D1827
VM-ARCHIVER-02
VM-ARCHIVER-02
VM-ARCHIVER-02
VM-ARCHIVER-D2
VMIOC2400-106
WES-W001434.
NEE-WO0O01627
WES-W001434.
OPI1606-601
VMIOC2400-106
NEBE-WO0D1827

Server Port
10C1607-008 43683
10C2401-101 1039
10C2408-306 42765
10C1607-007 38528
10C1607-007 38528
10C1601-103 34576
VIOC2400-110 53477
OPl1604-002 5064
10C2401-101 1027
10C1601-103 34576
Unknown (10.52.27.242) 3184
10C1610-025 34964
10C1607-003 32805
VIOC2400-110 47686
VIOC2400-110 47686
VIOC2400-110 47686
VIOC2400-110 47686
10C1607-007 38528
10C1607-008 43683
10C1607-007 48201
OPI2017-001 5064
I0C1606-022 48014
10C1608-021 5064
10C0000-EQS-02 5064

Lost

** LOST **
* LOST **

== LOST **

=+ LOST **

= | OST
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PVS [0CS SEARCH PVS DUPLICATE PVS

INVALID NAMES LOST PVs HOSTS REQUESTS

SMTR1411-22:brakeBit

oOeEee00: 53 4D 54 52 31 34 31 31

0OeEeE10: 65 42 69 74

Most Recent Client| Requests:

Time

2018-10-22 14:24:04
2018-10-18 17:03:11
2018-07-13 14:17:49
2018-07-09 13:59:59
2018-06-26 11:33:53
2018-06-22 17:10:01
2018-04-05 16:00:43
2018-03-27 15:17:05
2018-03-23 16:20:43
2018-02-28 12:55:39

40387 Gateway Requests - Latest: 2019-05-27 20:21:15

Host Port

NEK-W001627 63999
NEBK-W001627 62007

OP11504-103 3673
OP11504-103 6074
OF0000-001 3878
OPI2031-005 5327
OP11504-103 3533
OP11504-103 5149
OPI2031-005 5604
OPI2031-005 6030

Update Server Info

First Time

2019-03-21 17:51:19
2018-10-2% 20:19:19
2018-10-31 05:14:55
2018-07-21 10:12:08
2018-04-17 02:04:28

CAINFO
Heartbeat

Command Files

Last Time

2019-05-27 20:21:17
2019-03-20 05:11:40
2019-03-03 23:21:35
2018-10-29 03:51:04
2018-07-20 02:58:21

Count

[ - T = =

685

2D 32 32 3A 62 72 61 6B

fiecApps/insertionDevices/lOC2408-306/PGM_EpuMetorsfst.cmd

Host Port
10C2408-306 42765
Mot Found
10C2408-306 46296
10C2408-306 43323
10C2408-306 33457

SMTR1411-22:brak
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PVS I0CS SEARCH PVS DUPLICATE PVS

INVALID NAMES LOST PVs HOSTS REQUESTS LINUXMONITOR

Detected 33 Duplicate PVs

PV Name

AMP1504-01:frequency:fbk

AMP1504-01:magnitude:fbk

AMP1504-01:phase:fbk
booster:vac
C\V2608-1101
IOCSR_0 Mame

IOCSR 0 State

IOCSR 0 Status
IOCSR 0 Statusstr
IOCSE_0_Time
IOCSR_heartbeat
IOCSR_rebootStatus
IOCSR_rebootStatusstr
IOCSR_rebootTime
IOCSR_recenthyStr
IOCSRE _status
IOCSR_statusstr
IOP1032-02:current
IOP1032-04:current
IOP1032-06:current
IOP1032-08:current
IOP1032-10:current

IAPTAR2.1 F-rurrant

Canadian Centre canadien
Light de rayonnement
Source synchrotron

Server 1

I0C1504-001 (1031)
I0C1504-001 (1031)
I0C1504-001 (1031}
VIOC2400-110 (46651)
VMIOC2400-105 (32851)
IOC1610-303 (49549)
I0C1610-303 (49549)
I0C1610-303 (49549)
I0C1610-303 (49549)
I0C1610-303 (49549)
IOC1610-303 (49549)
I0C1610-303 (49549)
I0C1610-303 (49549)
IOC1610-303 (49549)
I0C1610-303 (49549)
I0C1610-303 (49549)
I0C1610-303 (49549)
VIOC2400-110 (57164)
VIOC2400-110 (57164)
VIOC2400-110 (57164)
VIOC2400-110 (57164)

VIOC2400-110 (57164)
WVIAC2 AN TN (RTTARAL

Server 2
I0C1504-001 (1026)
I0C1504-001 (1026)
I0C1504-001 (1026)
VIOC2400-110 (53477)
VIOC2400-110 (37998)
I0C2031-001 (1054)
I0C1610-303 (5064)
I0C1610-303 (5064)
I0C2031-001 (1054)
I0C1610-303 (53064)
I0C1610-303 (5064)
I0C2031-001 (1054)
I0C1610-303 (5064)
I0C1610-303 (5064)
I0C1610-303 (5064)
I0C1610-303 (5064)
I0C1610-303 (5064)
I0C1032-001 (1025)
I0C1032-001 (1025)
I0C1032-001 (1025)
I0C1032-002 (1025)

[DC1032-002 (1025)
INCE1TA2.0072 (1025)

More?

2 more
2 more

2 more
2 more

2 more
2 more
2 more
2 more
2 more
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PVS [0CS SEARCH PVS DUPLICATE PVS

Displaying 1 - 25 of 4792 Invalid PV Names

<< PREV NEXT >>

Index

|r\.1 |r\.1 |r\.1 |r\.1 |r\.1 |r\.1 ||-' ||- ||-' ||- ||-' ||- ||-' ||- ||-' ||- L= [« = e L T O =y (MR I [ (]
LU03 T =S [V O (N o T (R ' O AR s N (O ¥ SR (T | SR o

PV Name

.DESC

PCT1402-01:maA:fbk ...
PCT1402-01:maA:fblk ...
PCT1402-01:mA:fbk
PCT1402-01:mA:fbk.DESC
GP1400-01:Rate Filtered

GP1400-01:Rate Filtered.DESC

not found. Channel connect timed out: c...

QERadioGroup .DESC
"GPO0S1-01:Rate Filtered"”
"GPODS51-01:signal_egu"”
"MP0O0S1-01:Rate Filtered"”
"MPODS51-01:signal_egu"”
#

# M10:calibDone

# M10:calibRun

# M4 motors:calibDone

# M4 motors:calibRun

# M5 motors:calibDone

# M5 motors:calibRun

# M6 motors:calibDone

# M6 motors:calibRun

# M7 motors:calibDone

# M7 motors:calibRun

<< PREV NEXT >>

>
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Requests
30

30

39
39
130
130

5558
5612
5522
5522
185
75
75
82
82
82
82
a8z
82
64
64

INVALID NAMES LOST PVs HOSTS

Last
OPI1611-408
OPI1611-408
OPI1013-102
OPI1013-102
OPI1610-001
OPI1610-001
VOPIREMOTE-O1
VOPIREMOTE-01
OPI12049-002
WES-W001991.
WES-W001434.
WES-WO001434.
WES-WO001434.
WES-WO001434.
OPIZ017-001
I0C1601-103
I0C1601-103
I0C1601-103
I0C1601-103
I0C1601-103
I0C1601-103
10C1601-103
I0C1601-103
10C1601-103
I0C1601-103

REQUESTS

LINUXMONITOR
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PVS [0C5 GROUPS BEACONS HEARTBEATS HOSTS LINUXMONITOR

Status of I0C: 10C1606-201 (10.52.36.20)

State:

Set State: MAINTENANCE

Set State: TEST/DEVELOPMENT
Set State: DECOMISSIONED

Detected PVs procServ Processes LinuxMonitor

procServ Processes Detected

Telnet Port Command

10001 /homefepicsisrc/R3.14.12 flocal/bin/linux-armv5teb/procServ ¢ fiocApps/0610 HXMA/IOC1606-201 —noautorestart —allow —network 10.5
10004 /homefepics/src/R3.14.12 flocal/bin/linux-armv5teb/procSery ¢ fiocApps/0610 HXMA/IOC1606-201 —noautorestart —allow —-network 10.5
10005 /homefepics/src/R3.14.12/local/bin/linux-armv5Steb/procServ —c fiocApps/06ID HXMA/IOC1606-201/LakeShore331 —noautorestart —allow
10100 J/homefepics/binflinux-armvsteb/procServ —c fiocApps/LinuxMonitor/current/ —noautorestart —allow —network 10.0.0.0/8 10100 /bin/sh Li

4 EPICS Beacons Detected on 4 TCP Ports (Expect 4):

TCP Port Command Directory

1025 Jbinflinux-armvsteb/LakeShore331 st.ecmd fiocApps/06ID HXMA/IOC1606-201/LakeShore331
1026 bin/linux-armv5teb/SR570 st.cmd-ioc1606-201  fiocApps/06ID HXMA/IOC1606-201

1028 Jbinflinux-armvsteb/LinuxMonitor st.cmd fiocApps/LinuxMonitorjwl2/LinuxMonitor.20190116
5064 bin/linux-armvsteb/HSC st.cmd-hsc JiocApps/06ID HXMAIOC1606-201

1 Heartbeat Detected

Index TCPPort PVs Uptime Forget
1 1028 43 125 days, 6:55:31 X
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PVS I0CS GROUPS BEACONS HEARTBEATS HOSTS LINUXMONITOR

All IOCs 51910CS (with 1162 EPICS server apps)

[ Aco1001-322 (1) |[ Aco1001-340 (1) |[ AcO1001-341 (1) |[ Ac1001-342 (1) | [EEEEDIIRE o S R | ADc017-001 (1) |[ ADC2404-101(1) ||
[ Eemi2401101 (1) |[BPML2401-102 () |[BPMI2401-103 (1)][ BPMi2401-104 (1) |[BPMIZ40L105 (][ BeMi2aosr0am |[ ePwizaostosy  |[ eewizaostosiy [ semizeosnorm || eemizacszoiq) |
[ BeML2406-303 (1) |[BEML2808-101 () |[BPML2408-102 1) | {EESMUEBIORENNN |CCDC1608-004 (1)] [CLS-00-50-e8-0c-10-07 (1] [CLS-00-30-£8-29-43-7d (1| [CLS-00-00-50-31-11-75 (1)][CLS-fB-b1-56-de-42-50 (1)][ DMS1606-601 (1) |I
Cioco000055 5 [ ocooonus | ocomo s o | iocooos s | ocisoo 15 || oo | NN oo 5 1 MRS oo 11
[Ciocioos 07 oo s ) ibeooos i scooue 12001 ] 1ocoss05 ] - iocsemsgni | iocsani) ][ iocsemsgn | [ iG] ccuie s |
[ 1oc0102-404 (4) |[[iOC0102-90515) | [[10€0105-602.12) || 10c1009-109 (1) |[ 1oc1009-109 (1) | iocio2aaon3) [ Gciozisoas) [ iociozzloi(y [ loclozz-loz iy |[ lociozzlozq ||
Ciocuos o1 ] iocivzios ] oz 1] ocues s o ] ocnmssnonia] |- ooz oo | I IS ocv- - |
Cocussono [ ooz | oo [ somma | (soswa] somme | wwwe ]| _sowne || sopme [ cosme]
Coosoms | oo s | oowemn |[oosewe | [eoseme | possas | sosswe | cosswa | somwss | sasacn ]
oo | Do o] sowsos | pamsme | oo ]| sewwes || pomswse | sowens | soesre [ somswe |
Cocissm o | oowsso o |Jocwssu | o | N wossswen | owswo | cossma | somwe | sowma]
— e een reemTerTE] ouosoml |
ISR s | s | o | GG IMGSGREIN | oo | ooswono | ooseono ][ sowsm |
[ 1oc1608-021 11) |[ 10C1608-022 (2) |[10C1608-025 (1) || 1OCI608:0252) |[ 1oC1608-026 () |[  1ocieos-027 (1) || IOCI60E1001(5) || locieos-301(s) [ I0CIe0e=021m || locieos-304 (1) ||
I o000 | (o000 | om0 |[wwswswn | ocswss ][ wowsmnn | oo | possme [ eosema ]
iS50 [ G0 oc1010 02> | el [ocieioigs [ oo ocuooo o I cooooo IR
Cocissn o0 | ocisiovs o ) iocisn o I ocy51155 o |GG — o0, 1| GG (el ) Piscisian]
Cocisuso |Fooeess | oo e pasese | omwsa] woues | pesms [ sosse | comso [ eosse]
IR S S N A -1 NSNS ccosoo | como o | powaoo |
[ 1oc2031-001(3) |[ 1oc2031-102 (1) |[ 10c2031-103 () |[ 10c2049-001 (1) |[1OC2400-0022) |[  1ocasoo-10411)  |[ oc2a00a12(2)  |[ ioczaoiioi(s) [ oczacza013)  |[ ioczanzioa(@) ||
[[loc2403101 i3) |[ 10c2403-102 4) |[ 10€2403-104 () |[ i0C2403-109 12) [[10c2403-110 @) [[ i0caaozm) | iocoe031125)  |[ 10032012 [ ioc2e032043) || iocza33014a) ||
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CA_PROTO _SEARCH - Last Year

Hour Day Week Month Year Mostrequested PVs Latest requested PVs Latest requesting Clients

CA_PROTO_SEARCH Requests Last Year {Generated: 3:15 AH Honday Hay 27 2819}

250000 . T I T T I T T I . T | T T | T T | T T | T T | T T I T . T T I T — T T I
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TOC1611-427

YH-ARCHIVER-B2

I0C1618-823

YHIDC24808-1086

TOC1687-883
HEK—-HBB82547
I0C1686-814
OFI1687-1883
ACH1881-348
ACH1881-342
ACH1881-322
ACOQ1881-341
YIoc2488-118
T0C1686—822
I0C1618-383
I0C1688-888
YHCS55-8084
OFI2823-883
YH-BCHO8B1
OFI1687-887
OFTI1618-8681
YHCS55-882
YH-BCHABS8ID1
I0Cc1682-181
TOC2488-122
oOFI1821-181
T0C1618-825
I0C1687-887
TOC2486-987
TOC1689-886

Top Clients (CA_PROTO_SEARCH}) Last Hour {Generated: 4:58 PH Tuesday Hay 28 20819}

8888 1808888 1586888

28606088 258888 Jaaaea

Canadian Centre canadien

Light
Source

de rayonnement
synchrotron

pa1z1z1c s 1aaa88 158888

Requests {(CA_PROTO_SEARCH}

288060808 2588688 Jaaaea
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* Enforces modularity
* Separates logic and presentation
* Legacy is difficult

* Develop with testability in mind




* OAUTH
* API Keys (permissions & roles)
* More clients (not just PV Monitor)
* More APIs:
* Archiver
* Alarms & Notifications
* Data Visualization?




