Phoebus Alarm System

Micro Services for Logging and Management.



Alarm Philosophy

B. Hollifield, E. Habibi,
"Alarm Management:
Seven Effective Methods for Optimum Performance”, ISA, 2007

A good alarm system is one which helps users take correct actions
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b= Alarm Tree 51 1 ....:-5” :.5
¥ Area: SCL (MAJOR/HIGH) M =§
» System: Vacuum (OK/OK)
» System: LLRF (MAJOR /HIGH) Current Alarms
» System: ICS (OK/OK)

» System: Vac (OK/0K)
» System: RCCS (0K/OK)
» System: HPRF (OK/OK)
» System: Cryo (OK/OK)
» System: Diag (OK/OK)
» System: PPS (OK/OK)
» System: MPS (OK/OKI
» System: abe (OK/0K)
» System: xyz (OK/OK]
» System: CEC (OK/OK)
» System: MAG (OK/OK)
» System: Dumps (OK/OK)

» Area: FE (OK/OK)

>

BREZRRRIE31

o Description Time Status
DTL_RCCS:PVD:Valu PV: DTL_RCCS:P) 2008-08-25 10:29:48 | READ
DTL_HPRF-PV10:Val PV: DTL_HPRF.P) 2008-08-25 10:29:48 | READ

SCL_LLRFResCtril R PV SCL_LLRF-Re: 2008-08-25 SCL Area Mgr: Tim
TQUeyZ:PVI0:Value PV: TgUxyz:PV1| 2008-08-25 y

Contact Janet for Low-Ley
Open loop, check stepper
Might also want to check
Wiggle yellow cable 3 Ct
A2 sel_lirf_overview
2 lirf_oper

EESS-!BHIS

1p2288

CSS Applications

3 hittp. | fwww.resonancecontrol.org
Acknowledge

Configure Item

w Area: DTL (INVALID/READ]
» System: ICS (OK/OK)
» System: Vac (OK/OK)
¥ System: RCCS (INVALID/READ)

PV: DTL_RCE

Acknowledged Alarms Copy Pv Name to Clipboard
€ss

o Deseri Time
MEBT_HPRF.PV0:Va PV: MEBT_HPRF.F 2008-08-2 5w
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16343 2008/08/05 153622538 o snundown o oot
14342 2008/08/05 15:20:10.572  log  runAppiication * @ System: Smoke Detectsrs LICR R
14361 2008/08/05 15:1208.488  arm OTL = . i mes T T e
163402008/08/05 15.12.08.870 s | DTLRCCS ressel HGH ST T et T R——
141392008/08/05 15:12.08.845 s | CCL_VacumPressur HGH — S
163382008/08/05 151208772 alarm | CCLRCCS Presre] HGH , e ———— T T
16337 2008/08/05 151158785 sarm | DTL Vacwum Pressar NOALARM e [
143362008/08/05 1511358776 arm | DTLRCCS Pressre] NOALARM - S— o~
16335 2008/08/05 151158755 arm | CCL Vacwwm Pressun NOALARM |6 on e Oiracemetzr s Vocam i
14334 2008/08/08 15:11:58.748  alarm | CCLRCCSPressure] NOALARM = e 2L D 1 | Dincacsemsatsr Pump vacusim. oy

e
R

14333 2008/08/05 15°11'56.848  alarm  DTL VacuumPressur HHI
14332 2008/08/05 15:11:56.757  alarm | DTLRCCSPressarel HHI DTLRCCS Pressurel (Demo Record)
14331 2008/08/05 15:13:56.751  alarm | CCL VacuumPrassun HHI 2 VacusmPrassura} (Demo Record)
14330 2008/08/05 15:11'56.740  alarm | CQLRCCS:Pressurel HHI C_RCCS Pressure] (Demo Record)

14126 2008/08/05 15:13:46.863  aiarm | DTL Vacuum:Pressur MGH MNGR. DL Vacuum Pressure 1 (Demo Record)
14328 2008/08/05 1511:46.845  alarm MR, DTLRCCS Pressure] Demo Record) N
14327 2008/08/05 15:11:46.837  alarm MNGR O Vacuum Pressare) (Demo Record) H
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Alarm Logger Service




Alarm Message Logger

kibana

Motivation

To create a archive of all alarm state
changes and associated actions

* Discover alarm patterns and trends §€ Kafke Alarm

Message
Logger

* Generate Statistical reports on alarms

* Debug the alarm system — .
m» elasticsearc
-



Alarm Message Logger

The alarm message logger subscribes to
all

Alarm Configuration

 Configuration changes A;a”"" State )
Alarm Comman

adding/removing or enabling/disabling

e State changes
e.g. alarm state changes from OK to MAJOR

Alarm
e Commands Message
e.g. user actions to Acknowledge an alarm Logger

m» elasticsearch
All the above changes and commands are -

logged into a dedicated elastic index



Architecture

kibana
s» elasticsearch
A 4

e Elasticsearch is a distributed, RESTful search and
analytics engine.

K kibana
* An analytics and visualization platform called % kafka

Kibana Alarm
Message
Logger
Build and Run
git https://github.com/shroffk/phoebus.git - elasticsearch

cd services/alarm-config-logger
mvn exec:java


https://github.com/shroffk/phoebus.git

kibana client

Discover - Kibana

A Timeseries view of
phoebus alarm
server messages.

Filtered:
pvhame

May 21st 2019, 05:24:52,456 - May 215t 2018, 10:00:20.436 —  Ayto

node/system

alarm serverity o HH il HHH H




kibana client

(= | E

Discover - Kibana

C 1Y @ localhost Incognito (2) @ : |

=
uf23* May 6th 2018, 00:00:00.000 - May 21st 2019, 07:20:00.000 —  Auto v |
|
Selected Fields
a0 ]
© i
M Top 5 veluesin303/303 5
records u
@ XF231D1-VALDif:Lo...& Q, 1o ’_‘ |_H_h_| H |—|
-
s Bl XF23ID1-VADIF-C... @ Q 2019-05-08 20:00 2019-05-12 20:00 2019-05-16 20:00

. message_time per 12 hours

¥F:23|1D-test{alarm... & &,

m Time pv severity

}‘ AF:231D-5R{}H-I aq ¥  May 21st 2019, 07:19:20.905 XF:23ID-S5R{}I-I MAJOR
o L=

XFR231DANAZ M8 Q, ¥ May 21st 2019, 07:15:49.159 XF:23ID-test{alarm_test_2} MAJOR

[ Visualize ¥ May 21st 2019, 07:15:35.336 XF:23ID-test{alarm_test_2} MAJOR
VRl ¢ severiy »  May 21st 2019, 07:15:01.369 XF:23ID-test{alarm_test_2} MAJOR_ACK



kibana client

Discover - Kibana 5
Discover - Kibana

& c 0 @ localhost A Incognito (2) %
Vieualize | New Visualization <ove  share Refresn | CAUO- o o May 62019, 00:00:00.000 fo May 21st 201, R € C (0 O locakhost Incognito 2) ()
SUAlZE | nsaved) A refresh 07:20:00.000
/ Mew May 6th 2019,
*MAJOR* Options ) ) ) L 00:00:00.000 to May
! P n ‘ Visualize Visualization AV Share Refresh  Auto- < 0O 21st 2019 Vay >
© - (unsaved) refresn 07:20:00.000
2 - ® *MAJOR* Options
(O]
. 140 Iﬂ Add a filter +
= - ® Table Request Response Statistics
3 .
g pv: Descending
® e
] — KF:231D1-VA{Dif:LoadlLck-CCG:1}P-1
Fe S -
KF:231D1-VA{DH-CCG: 1P
’ KF23I0-tesdalarm_test_1}
P XF:23ID-SR{HH
a KF:231DA-VA:2{Mir1-CCG1}P-I
- - - - s XF:23101-VA{Dif:LozdLck-TCG: 11P-|
]
: : = z z z 2 o z & z i XF:23ID1-CT{I0C:SRV2ZESYS_CPU_LOAD
z : g g : : g g 5 g : z
I I e < 5] = 2 2 = £ I = KF:231D1-CT{IOC:SRV2:MEM_USED_P
. z H 2 T e o = e B 5 Ei
g £ & . : E 4 2 E & 3 2 XF:23ID1-VA{Dif:Backing- TCG: 1P|
é_ § E 5 ,J;, Cj E -4;— E % :,E“ XF231D-tesalarm_test_2}
- - g B B Export: Raw & Formatted &
: D di .
[»] prmeseendng Page Size|10 v




CS-Studio/Phoebus client

XF23ID_OFR ~

¥ Computer Systems

PV: XF:23ID1-CT{I0C [ copy PV to Clipboard  now Help
PV: XF:23ID1-CTIOC o 10 opocer

PV: XF:231D01-CT{IOC [ PV Table o

PV: XF:23ID1-CT{IO0C

PV: XF:23ID1-CT{I0C E PV Tree . &larm Tree | alarmlogTable X

PV: XF:231D1-CT{IOC Probe . . 1essage="&current_severity="&current_message="8user="&host="8command="8start=7 days8tend=now search

Config Severity Time Current Se...  Command User PV Host

SHF23I0_OPR/MNodeltest/XF:23ID-test{alarm_test_3} MAJOR_ACK  2019-05-23 15:23:47... MAJOR XF:23ID-test{alarm_test_3} —
FKF23ID_OPR/Modeltest/XF:23ID-test{alarm_test_3} acknowledge  jsinsheimer  XR23ID-test{alarm_test_ 3}  xf23id-ws2
SEF23ID_COPR/Modeltest/XF:231D-test{alarm_test_3} MAJOR 2019-05-23 15:23:47... MAJOR KF:231D-test{alarm_test_3}
FHF23ID_OPR/MNodeltest/XF:231D-test{alarm_test_2} MINOR_ACK 2019-05-23 15:21:48... MINOR XF:23ID-test{alarm_test_2}
FKF23ID_OFPR/Modeltest/XF:23ID-test{alarm_test_2} acknowledge  jsinsheimer  XR23ID-test{alarm_test 2}  xf23id-ws2
FHF23ID_OPR/MNodeltest/XF:23ID-test{alarm_test_3} MINCR 2019-05-23 15:21:54... MINCR XF:23ID-test{alarm_test_3}
JXF23ID_OPR/Nodeltest/XF:23ID-test{alarm_test_2} MIMOR 2019-05-23 15:21:48... MINCR XF:23ID-test{alarm_test_2}
SKF23ID_OPR/MNodeltest Enabled jsinsheimer  Modeltest #f23id-ws2
SEF23ID_OPR/MNodeltest Enabled jsinsheimer  Modeltest xf23id-ws2
SXF23ID_OPR/XF:23ID-test{alarm_test_1} QK 2019-05-2315:19:12.. OK XF:23ID-test{alarm_test_1}
SHFZ23ID_OPR/XF23ID-test{alarm_test_1} acknowledge  jsinsheimer  XF:23ID-test{alarm_test 1}  xf23id-ws2

) s




Alarm Data Management

* The server can be configured to create a new index every day, week,
month, or year

# The units of the indices date span: Days (D), Weeks(W), Months(M), Years(Y).
date_span_units=M

# The value of the indices date span.

# An integer value to be combined with the units. For example, if months were selected and the value set
to 2, each index would span 2 months.

date_span_value=1

e Searches can be performed across multiple indexes

http://localhost:9493/xf23id opr_alarms_config */ search

* Elastic Curator
An Index Lifecycle Management tool which manages the cleanup and deletion of cold indices



Alarm Configuration
Service




Alarm Configuration Service

Alarm Configuration
Messages

Log all the configuration changes made to S
the alarm server configuration §€ kafka

GG Subscribe,
Configuration Filter,
cerer Timestamp,
Process

Build and Run
git https://github.com/shroffk/phoebus.git

cd services/alarm-config-logger

mvn exec:java


https://github.com/shroffk/phoebus.git

Alarm Configuration Tree

File Edit Search Run C5-Studic Window Help

b= Alarm Tree 52 XF23IDOPR - | @ | @ % % v ! |§ P+ = B

~ . Area: 23-ID-A (MINOR/LOW_ALARM)
P @ System: Vacuum
[
-0
i
P
~ @ Area: 23-1D-2 (MAJOR/HIHI_ALARM)
b @ System: Vacuum (MAJOR/HIHI_ALARM)
P
<~ & Area: 23-ID
= & System: Control System
b & System: Rack Temp Monitoring
b @ System: PDU
b @ System: UPS
P @ System: Smoke Detectors
b @ System: Leak Detection
b @ System: Computer Systems
b @ System: Beam Monitor

¥ [ XF23AlarmConfig

¥ & XF23ID_OPR

> (= .git
¥ [= .restore-script
|X| config.xml|
¥ (= 23-ID
¥ (= Beam Monitor
b (= XF_23ID-PPS{Sh_FE}Sts_FailAuto-5ts
b (= XF_23ID-PPS{Sh_FE}Sts_ForceCls-Sts
b (= XF_23ID-SR{}-I
P = XF_23ID1-PPS{P5h}5ts_ForceCls-5ts
b = XF_23ID2-PPS{P5h}5ts_ForceCls-5ts
P = XF_23IDA-PPS_1{PSh}Sts_ForceCls-Sts
P = XF_23IDA-PPS_Z2{PSh}Sts_ForceCls-Sts
{ }alarm_c onfig.json
F (= Control System
{ }alarm_c onfig.json
(= 23-1D-1
b (= 23-ID-2
b (= 23-1D-A



Configuration History

ldd

8367ab0
167chce
add73db
1161791

398112e
aeb1775
ce96729
db94929
e00bd23
705ed0?
bBe9/7da
03a090f

6936805
aaepb060

176daan

ed97446

| D ol T S N

Message

0 0—0—-0—-0- 00000000000

Alarm config update [XF23ID_0OPR/23-1D/Beam Monitor

Alarm config update [XF23ID_0OPR/23-1D/Beam Monitor

Alarm config update [XF23ID_0OPR/23-1D-A/Vacuum

Alarm config update J[XF23ID_0OPR/23-1D-A/Utilities

Alarm config update [XF23ID_OPR/23-1D-A

Alarm config update [XF23ID_0OPR/23-1D-2/Vacuum

Alarm config update [XF23ID_0OPR/23-1D-2/Utllities

Alarm config update [XF23ID_0OPR/23-I1D-2

Alarm config update JXF23ID_0OPR/23-1D-1/Vacuum

Alarm config update J[XF23ID_0OPR/23-1D-1/Utilities

Alarm config update [XF23ID_0OPR/23-ID-1

Alarm config update [XF23ID_0OPR/23-ID/Control System/LPS

Alarm config update f[XF23ID_0OPR/23-ID/Control System/Smoke Detectors
Alarm config update J[XF23ID_0OPR/23-1D/Control System/Rack Temp Monitoring
Alarm config update [XF23ID_0OPR/23-ID/Control System/PDL

Alarm config update [XF23ID_0OPR/23-ID/Control System/Leak Detection
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Author

Kunal Shroff
Kunal Shroff
kKunal Shroff
Kunal Shroff
Kunal Shroff
Kunal Shroff
Kunal Shroff
kKunal Shroff
Kunal Shroff
Kunal Shroff
Kunal Shroff
Kunal Shroff
Kunal Shroff
Kunal Shroff
Kunal Shroff
Kunal Shroff

| I S [ M

Authored Date

5 days ago
b days ago
5 days ago
5 days ago
5 days ago
b days ago
b days ago
5 days ago
b days ago
5 days ago
b days ago
b days ago
5 days ago
b days ago
5 days ago
5 days ago

|l S —



Configuration events

Repository: XF23ID_OPR
Id Message

0137002
2971901
3578b0B
57ed173
Sagoc9d
2caad 34
73d078a
A01acdf
55ccefd
Jafcy7de
964ef0a
eSebebd
caddbsd

index SA2A283. . 4191b8c
-== Sdev/null

O0—0—-0—0—0—0—-0-0-0-0-0-0-0

(master || HEAD | Alarm config update [XF23ID_OPR/23-1D/Control System
Alarm config update [XF23I0_0PR/23-ID/Contral SystemVacuum

Alarm config update [XF23I0_0PR/23-ID/Contral System/Vacuum

Alarm config update [XF23ID_0PR/23-1D/Control System/Vacuum/XF_Z3ID1-VA{DIf_LKunal Shroff
Alarm config update [XF23I0_0PR/23-ID/Contral SystemVacuum/XF_23ID1-VA{Dif_LKunal Shroff
Alarm config update [XF23ID_0OPR/23-1D{Control System/Vacuum/XF_23101-VA{Dif_LKunal Shroff
Alarm config update [XF23ID_0PR/23-1D/Control System/Vacuum/XF_Z3ID1-VA{DIf_LKunal Shroff
Alarm config update [XF23I0_0PR/23-ID/Contral SystemVacuum
Alarm config update [XF23I0_0PR/23-ID/Contral System/Vacuum
Alarm config update [XF23ID_0OPR/23-I1D)Control System/Vacuum
Alarm config update [XF23I0_0PR/23-ID/Contral SystemVacuum
Alarm config update [XF2310_0PR/23-10-1/Vacuum/[XF_231D1-VA{DIf_LoadLck-TCG_Kunal Shroff
Alarm config update JXF23I1D_OPR/23-10-1/Vacuum/XF_23I1D1-VA{DIf_LoadlLck-CCG Kunal Shroff

Author

Kunal Shroff
Kunal Shroff
Kunal Shroff

Kunal Shroff
Kunal Shroff
Kunal Shroff
Kunal Shroff

Authored Date  Commi

5 days ago
5 days ago
5 days ago
5 days ago
5 days ago
5 days ago
5 days ago
5 days ago
5 days ago
5 days ago
5 days ago
5 days ago
5 days ago

kKunal 5
Kunal 5
Kunal 5
kKunal 5
Kunal 5
Kunal 5
Kunal 5
Kunal 5
Kunal 5
Kunal 5
Kunal 5
Kunal 5
Kunal 5

Author
3l System Funal Shroff
1 Eunal Shroff
1 Funal Shroff
WXF_23107-VA[Dif_LKunal Shroff

{ X 23-1DjControl System/Vacuum/XF_231D1-VA{DIf_Loa /¥F_231D7-VA{Dif_lKunal Shroff

4+ "b/23-ID/Control Systemd/Vacuum/XF_23101-VANIP301f_Loadlck-CCG_

I 5
LR | B

+{

4+ M"user" : "Kunal Shroff",

+ "host" : "KunalShroff-PC",

+ "description” : "XF:23ID1-VA{Dif:lLoadLck-CCG:1}P-2"
+}

- e

index Sacaoefd. . DBORE0G

444+ Ad

=i

=
=

"user"

LA

ewv null

"Kunal Shroff",

LLL *

“A Pl - FfF A

YXF_23107 -VA{Dif_LKunal Shroff
YXF_23107 -VA{Dif_LKunal Shroff

1 Funal Shroff
1 Funal Shroff
1 Funal Shroff
1 Funal Shroff

A{DIf_LoadLck-TCG_Kunal Shroff
&{Dif_Loadlck-CCG Kunal Shroff

Suthored Date

o days ago
& days ago
o days ago
o days ago
o days ago
o days ago
o days ago
o days ago
o days ago
o days ago
o days ago
o days ago
5 days ago

= 23-1DControl System/Vacuumj/alarm_config.json
--- a/23-1D/Control System/Vacuum/alarm_config.json { }23-IDjControl System/Vacuum/XF_23ID1-VA{Dif_LoadLck-CCG,

{ A 23-ID/Control System Vacuum/XF_231D1-VA{Df_LoadLck-CCG,



¥ [ XF23AlarmConfig

¥ & XF23ID_OPR

> (= .qit
. ¥ = .restore-script
Restore Scripts ) config.xm
¥ (= 23-ID
Each alarm configuration change ¥ (= Beamn Monitor
results in the creation or an update > (= XF_23ID-PP5{Sh_FE}Sts_FailAuto-5ts
to the config.xml file. b = XF_231D-PPS{Sh_FE}Sts_ForceCls-5ts

The config.xml can be directly ¥ (= XF_23ID-5R{}-I
imported into the alarm server to ¥ [ XF_23ID1-PPS{PSh}S5ts_ForceCls-Sts

restore it to the alarm configuration » = XF_231D2-PPS{PSh}5ts_ForceCls-5ts
to that instant. b = XF_23IDA-PPS_1{PSh}5ts_ForceCls-5Sts

b [ XF_23IDA-PPS_Z{PSh}5ts_ForceCls-5ts
{ }ala rm_config.json
¥ = Control System
{ }ala rm_config.json
> (= 23-1D-1
> (= 23-ID-2
(= 23-ID-A
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