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Random numbers are widely used inmany fields such as statistical analysis, numerical simulation and cryptog-
raphy. However, most existing random number generators cannot directly output ideal random bits without
post-processing, where complicated mathematical operation is usually needed and the speed is severely lim-
ited. With the development of random number generation, the speed of raw random data generation has
reached to Gbps magnitude and existing post-processing cannot satisfy the growth of demand. To close the
gap between experimental demonstration and practical application, we propose a concurrent, pipeline-like
algorithm based on Toeplitz hashing function and implement it in a resource-limited FPGA. By taking advan-
tage of the concurrent computation features of FPGA instead of common computer serial computation, the
post-processing speed is greatly improved by three or four orders of magnitudes to above 3.36 Gbps, which
is suited for Gbps real-time post-processing of raw random numbers. In our scheme, a matrix building seed
unit is employed to store the elements to construct the Toeplitz matrix by signal fan-out. The entire Toeplitz
matrix multiplication is evenly decomposed into several sub-matrix multiplications, which are sequentially
calculated in a shared time division multiplexing unit. The sub-intermediate results are then accumulated to
obtain the final random bits. All the calculation units work in a concurrent pipeline mode. By employing
this kind of time division multiplexing calculation structure, FPGA resources are substantially saved and the
extractor can be successfully realized. To implement the Toeplitz hashing function, a data acquisition and
post-processing board is developed. In the board, the random signal is sampled and digitalized as raw random
data by an 8-bit analog-to-digital converter and then the raw data are transferred to a high-performance FPGA
for real-time post-processing. At the same time, small form-factor pluggable (SFP) is employed to output the
final random bits at a real-time speed of 3.2 Gbps, USB 2.0 and Gigabit Ethernet are also provided for different
scenarios.
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