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Proton Collisions

Easy enough to assemble the detector planes...

e But will only see flashes as particles interact with these materials
e Wedon't see asingle pp collision: in Run 2 (2015-2018) average of 32 collisions per crossing; in
Run 3 (2022-2026) average between 50 and 60; HL-LHC expected 120 (called pileup)

"CMS Experiment at the LHC, CERN
‘f Data recorded: 20 6-Sgp-08 08:30:28.497920 GMT

Run / Event / LS: 80?27 /55711771 /67
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Proton Collisions

Easy enough to assemble the detector planes...

e But will only see flashes as particles interact with these materials
e Wedon't see asingle pp collision: in Run 2 (2015-2018) average of 32 collisions per crossing; in

Run 3 (2022-2026) average between 50 and 60; HL-LHC expected 120 (called pileup)

As pp collision probability is very small, need a lot of protons crossing at once to ensure collisions

arerecorded

e Balance good number of collisions with what is possible to read with the detectors

e Protonsreach LHC and are synchronised into 25 ns bunches using RF cavities
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. . = mgs Including pileup events:
Triggering and Data Acquisition > 1 GHz
If 25 ns intervals, information read out at a rate of 40 MHz! 1 event of interest:
40 MHz
e The CMS Level 1 Trigger (LAT) uses calorimeter and muon detector LAT accepted:
information for preliminary event reconstruction in ~4 ps 100 kHz

e The High-Level Trigger (HLT) reconstructs events in more detail with _
Full event reconstruction:

a software/firmware farm of CPU and GPU for disk storage ~1 kHz
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Triggering and Data Acquisition

e The CMS Level 1 Trigger (LAT) uses calorimeter and muon detector LAT accepted:

information for preliminary event reconstruction in ~4 ps 100 kHz

L1T programmed into custom FPGA firmware chips to reduce event rate to 100 kHz

e Trigger primitives (TPs) are crude info handled within ECAL, HCAL, muon detectors
e Subsystem TPs filtered then combined in global trigger and further evaluated
e L1T decides within 4 us whether to accept or reject the event

Rob White, INFN Sezione di Torino 7



L1T TP Handling

L1T programmed into custom FPGA firmware chips to reduce event rate to 100 kHz

e Trigger primitives (TPs) are crude info handled within ECAL, HCAL, muon detectors
e Subsystem TPs filtered then combined in global trigger and further evaluated
e L1T decides within 4 us whether to accept or reject the event

L1 Calorimeter Trigger is two-tiered

e TPscontaining p; and quality flags from each of the ECAL and HCAL transmitted via gigabit fibre
optic links to the first tier, Calo Layer 1 (CL1 - L1 not meaning Level 1 of the trigger!)

e Processes information in parallel, summing TP energy deposits into calo towers
e Local corrections to p. and other kinematic quantities with n-, energy- and

cluster-shape-dependent calibration
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L1T TP Handling

L1T programmed into custom FPGA firmware chips to reduce event rate to 100 kHz

e Trigger primitives (TPs) are crude info handled within ECAL, HCAL, muon detectors
e Subsystem TPs filtered then combined in global trigger and further evaluated
e L1T decides within 4 us whether to accept or reject the event

L1 Calorimeter Trigger is two-tiered

e CL1 tower info fed via high-bandwidth links to second tier, Calo Layer 2 (CL2)
e CL2clusters these towers together to form calo objects
e Particle identification and reconstruction algorithms applied (PFA, CHS, PUPPI - see backup)

e Global energy sums defined at this stage e.g. missing transverse energy, me‘SS with Si tracker info
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L1T TP Handling

L1T programmed into custom FPGA firmware chips to reduce event rate to 100 kHz

e Trigger primitives (TPs) are crude info handled within ECAL, HCAL, muon detectors
e Subsystem TPs filtered then combined in global trigger and further evaluated
e L1T decides within 4 us whether to accept or reject the event

20
CL2 sends info to global trigger < C
c?/os

e Finalstage of L1T looks at event objects from both CL2 trigger and global muon trigger

e Selection using between 350 and 400 trigger criteria before L1T accepted
e Accepted events sent to HLT at 100 kHz rate

Rob White, INFN Sezione di Torino 10
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CL2 crate
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CL2 crate

Fibre optic cables
“links” in/out of CL2
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Data Quality Monitoring (DQM)
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Data Quality Monitoring (DQM)

Data readout needs to be monitored continuously, both during acquisition and after

e Check if subsystem readout is accurate or as expected

e Checkthereis nointerference with the readout as datais recorded

Rob White, INFN Sezione di Torino 17




Data Quality Monitoring (DQM)

Data readout needs to be monitored continuously, both during acquisition and after

e Check if subsystem readout is accurate or as expected

e Checkthereis nointerference with the readout as datais recorded
During: Online DQM involving real-time diagnostics by shifters

e Shifters monitor output histograms/flags/rates from each subsystem and trigger

e Detector experts on-call (DOCs) make final decisions for DQM and detector operations

Rob White, INFN Sezione di Torino 18




Data Quality Monitoring (DQM)

Data readout needs to be monitored continuously, both during acquisition and after

e Check if subsystem readout is accurate or as expected

e Checkthereis nointerference with the readout as datais recorded
During: Online DQM involving real-time diagnostics by shifters

e Shifters monitor output histograms/flags/rates from each subsystem and trigger

e Detector experts on-call (DOCs) make final decisions for DQM and detector operations

After: Offline DQM when full data sets are available

e Typically efficiency or module performance studies

o InCl2, comparison of calo object kinematics between data and emulator, or diagnostics

Rob White, INFN Sezione di Torino
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Shifters’ Remit

Go to CMS DQM Online or CMS OMS and navigate to Shift->L1T tab (former needs certificates)
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https://cmsweb.cern.ch/dqm/online/session/6ujt0_u4
https://cmsoms.cern.ch/cms/runs/report

Shifters’ Remit

Shifters look for anomalies in these histograms

e Check for spikes (high occupancy) due to hot towers (ECAL/HCAL), calo tower geometry (CL1) or
faulty trigger link (CL2 affected only)

e Check for holes (masked or dead towers)

e Masks applied by shifters on-the-fly by ECAL/HCAL DOCs
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Shifters’ Remit

Shifters look for anomalies in these histograms

e Check for spikes (high occupancy) due to hot towers (ECAL/HCAL), calo tower geometry (CL1) or
faulty trigger link (CL2 affected only)

e Check for holes (masked or dead towers)

e Masks applied by shifters on-the-fly by ECAL/HCAL DOCs
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Shifters’ Remit

Textbook example for debugging between calo trigger tiers

e Problemappearsin CL2 Central Jets E histogram
e Trace the spike backwards to CL1 and ECAL subsystems
e Foundin CL1: TP occupancy anomalously high in one bin

e DOC will recommend to mask this bin if problem persists

Size: Medium v Play ResetWorkspace Describe Customise Layouts (Top)/L1T/L1TStage2CaloLayer2 ECAL TP occup.my at LOYQ” m'_"
= . 78077
& Central-Jets & Energy-Sums & Forward-Jets Z 2
% ¢ 5000
&3 Nonlsolated-EG &3 Nonlsolated-Tau l
CenJetsRank | 4000
CENTRAL JET E, [ =
E e, = CenJetsEtEtaPhi B 200
"’"§ [ CENTRAL JET €, ETA P () 0 - s
= e.g. this spike looks weird! 2000
000+ -
et what energy is it? -
o 1000
2000 L1T/I7|‘Y_‘;._ilaq ;ioi_ﬂ:ﬂ?!(:mllal-)el;r'cw
- g i 20 10 0 10 20 >
o T 55 0’ “ W ) Ea
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Shifters’ Remit

Involves a lot of histogram checking for the shifters

e Could end up sifting through hundreds of histograms to trace and identify an issue
e Shifters not always experts in the detector subsystems (hello /)

e Human error is always a factor

e Not all issues are so obvious: what if there are obscure anomalies invisible to our eyes?

This can easily be an automated job performed by a stats validation tool

Rob White, INFN Sezione di Torino 25
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Automated DQM software to help shifters detect anomalies

AutoDQM Aum

v

A STATISTICAL TOOL

e Designed to find hard-to-spot issues faster than shifters (online and offline)

e Pull value calculated for each bin in 2D histograms (Poissonian errors)

N2
pull value = (1'12 xg)
€1 -+ €5

e Beta-binomial (BB) testsin 1D and 2D

Rob White, INFN Sezione di Torino 27




AutoDQM Aum

Automated DQM software to help shifters detect anomalies

v

A STATISTICAL TOOL

e Designed to find hard-to-spot issues faster than shifters (online and offline)

e Pull value calculated for each bin in 2D histograms (Poissonian errors)

N2
pull value = (1'12 xg)
€1 -+ €5

e Beta-binomial (BB) testsin 1D and 2D

Histograms are “anomalous” if above max pull/Chi2 threshold, informed by DPGs/detector experts

Set up for all subsystems: https://github.com/AutoDQM/AutoDQM

Test bed: https://cmsweb-testbed.cern.ch/dgm/autodam (needs certificates)

Live site for muon subsystems: https://muon-autodgm.web.cern.ch/

28
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https://github.com/AutoDQM/AutoDQM
https://cmsweb-testbed.cern.ch/dqm/autodqm
https://muon-autodqm.web.cern.ch/

BB tests

Histograms from different runs have vastly different numbers of entries

e Canbeevenlydistributed or concentrated in a small set of bins
e Test histogram with entries d. in binitreated as frequency in D trials, D as total event number
e Reference histogram from a prior run compared by r. in integral R as frequency

e Compute likelihood £ to observe d. in each bin using BB function from SciPy

Rob White, INFN Sezione di Torino 29




BB tests

Histograms from different runs have vastly different numbers of entries

e Canbeevenlydistributed or concentrated in a small set of bins
e Test histogram with entries d. in binitreated as frequency in D trials, D as total event number
e Reference histogram from a prior run compared by r. in integral R as frequency

e Compute likelihood £ to observe d. in each bin using BB function from SciPy

D de—FOZ,D—dZ—f—ﬁ max __ E
Li= f(d|D,a,p) = ( ) ( ) bR

di B(Ck,ﬁ) , L; ) l
a=aoy+T1; L = T Z7 = =2In(L?)
f=p+R—r; Z
ap = By =1 ->uniform priors T = 1/\/1 + (10_477}2

e Compute £ for all bins, compare to £™, and compute pull value Z (standard deviation units)
e Scaler;and R by r when calculating geirE' for tolerance of 1% in high-occupancy bins (zr;-> 10%)

e For more than one reference run, use average éfire' values

Rob White, INFN Sezione di Torino 30




BB tests

If observed data matches the expectation for a histogram from one of many reference runs, pull

values small

e Forinstance, if seven reference runs yield §£ire' =0 (Zi = o) for a given bin, but one reference run

gives £ = 0.33(Z = 1.5), Z = V(-2In(0.33/8)) = 2.5

So BB accounts for systematic variations between running conditions that would otherwise flag as

an anomaly

Rob White, INFN Sezione di Torino 31




AutoDQM test bed GUI

Earlier we saw two runs

from 2022

e 356968 (good)
e 356709 (bad)

We saw that for the
“bad” run the Central
Jet ETEtaPhi was

strange

e Let'scomparethem

on the test bed
Rob White, INFN Sezione di Torino

O ¢« C ] cern.ch
AutoDQM
Source Subsystem clear form
Offline CaloLayer2
Data Run Reference Run
Series Series
Run2022 Run2022
Sample Sample
JetMET JetMET
Run Run
Select run... Select run...
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https://cmsweb-testbed.cern.ch/dqm/autodqm

AUtODQM teSt bed GUI Known Example

“pbad” run “good” run

DQM Report

source: Offline

Series Run2022 Run2022

Sample JetMET JetMET
stem: CaloLayer2 =
Run 356709 356968
n 2023 10:35:59 GMT
Show hidden plots
e e st e CenJetsBxOcc CenJetsBxOcc CenJetsEtEtaPhi CenJetsEtEtaPhi \
R E { - L { -
N
ame BEenres CenJetsQual CenJetsRank ForJetsBxOcc ForJetsBxOcc
Comparator pull_values S —— b ) i it
Anomalous true = : = i I : I
Chi_Squared 13.35 C - i -
Max_Pull_Val 30.48 e : : I I
Data_Entries 184524.0

Rob White, INFN Sezione di Torino
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AUtODQM teSt bed GUI Known Example

“pbad” run “good” run

Run2022 Run2022

Cen)etsEtEtaPhi Pull Values | data:356709 & ref:356968

JetMET JetMET

356709 356968

140

o | )
CenJetsEtEtaPhi CenJetsEtEtaPhi

120

ConpesRRafs Pl s | k295700 ot 29048

100

80

Jet i@

60

40

20

-100 100

Jetin
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Towards multiple run comparisons

...because in reality shifters look at multiple runs to understand an under-study histogram

| L17/L1TStage2EMTF/cscLcTOCcupancy o|x 1T/L1TStage2EMTF/cscLCTOccupancy

| CSC Chamber Occupancy 357001 (“data”) 3 CSC Chamber Occupancy 356937 (“reference”) m3
x10 x10

ME+N 14

ME+4
ME+3 12
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ME+1b
ME+1a
ME-1a

ME-1b

ME-2

ME-3

ME-N
b o ™ A w ©o 0
Sector (CSCID 1-9 Unlabelled) Sector (CSCID 1-9 Unlabelled)

e Lookingat CSC (LA1T muon): 2D muon track “stub” occupancy
e Appear almost identical to shifters in the DQM GUI
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Towards multiple run comparisons with B

Use a set of 8 “good” reference runs

| L17/L1TStage2EMTF/cscLcTOCcupancy o|x 1T/L1TStage2EMTF/cscLCTOccupancy

| CSC Chamber Occupancy 357001 (“data”) 3 CSC Chamber Occupancy 356937 (“reference”) m3
x10 x10

ME+N 14

ME+4
ME+3 12
ME+2
10
ME+1b
ME+1a
ME-1a

ME-1b

ME-2

ME-3

ME-N
= 0
o~ o - 0 ©
Sector (CSCID 1-9 Unlabelled) Sector (CSCID 1-9 Unlabelled)

e Implementation of multiple references only in muon AutoDQOM currently
e Foreach bini, BB computes probability p, to observe d. entries out of D total in the data
histogram, given r; out of R entries in the same bin of reference hist
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Towards multiple run comparisons with B
Take average p. from all ref. comparisons

cscLCTOccupancy beta-binomial | data:357001 & ref:356811 - 356937 (9)

AutoDQM: 357001 vs. 8 reference runs

ME+N i 15
ME+4

ME+3 10

ME+2

5
ME+1b
ME+1aI

ME-la ‘
ME-1b

ME-2

ME-3 10
ME-4
ME-N _1s

10 20 30 40 50

Sector (CSCID 1-9 Unlabelled)

e Convert per-bin likelihood ratio p,./p(max)i to pull value o, in units of standard deviations
e ‘“Anomalousness” measured with x* (sum of a.?/ # of bins) and maximum pull value max[o]
(corrected for look-elsewhere effect based on # of bins)
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Towards multiple run comparisons with B
There are real issues here

cscLCTOccupancy beta-binomial | data:357001 & ref:356811 - 356937 (9)

AutoDQM: 357001 vs. 8 referencgglms

l I15

10 20 30 40 50

Sector (CSCID 1-9 Unlabelled)

e Already AutoDQM has been used for L1T muon diagnostics
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HCAL TP Occupancy at Layer1 HCAL TP Occupancy at Layer1
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R# 357814 R# 357885

HCAL TP occupancy plots (CL1)
Very little visible difference...
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Successfully applied in muon detector monitoring

Public AutoDQM: current status /

UTO
A STATISTICAL TOOL >

e There are 540 CSCsin the CMS endcaps (Run 3)

e Veryrarely, ~10s of chambers temporarily malfunction

e AutoDQM shows geometric regions with low occupancies

e Across multiple reference runs, can identify these anomalies as new or long-running

e (CSC experts can assess these issues and promptly intervene if necessary
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Successfully applied in muon detector monitoring uTO

A STATISTICAL TOOL

Public AutoDQM: current status /

v

e There are 540 CSCsin the CMS endcaps (Run 3)

e Veryrarely, ~10s of chambers temporarily malfunction

e AutoDQM shows geometric regions with low occupancies

e Across multiple reference runs, can identify these anomalies as new or long-running

e (CSC experts can assess these issues and promptly intervene if necessary
There are some dedicated automated DQM systems

[ ] ECAL: Autoencoder-based Anomaly Detection System for Online Data Quality Monitoring of the CMS Electromagnetic Calorimeter

L HCAL: Spatio-Temporal Anomaly Detection with Graph Networks for Data Quality Monitoring of the Hadron Calorimeter

But AutoDQM is general purpose: it’s very easy to add a module/subsystem
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Deep Anomaly Detection A

Shifters only have another tool to play with A STATISTICAL TOOL

v

e Not all issues are so obvious: what if there are obscure anomalies invisible to our eyes?

Obvious choice is to use machine learning

e We have years and years of data, and hundreds of histograms per run, with hundreds of runs per
year

e Plentyto train with!
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Contents
1. The CMS Detector
Data quality monitoring (DQM)
Automated DQM using statistical analysis
Automated DQM using machine learning tools

Automated DQM today
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AutoDQM ML A

Starting with the most simple anomaly detection algorithms A STATISTICAL TOOL

v

e Principal Component Analysis (PCA) and Autoencoder (AE) algorithms are readily available
o Scikit-learn/TensorFlow implementation

e Cannow look at sets of runs en masse (e.g. all of 2022) and large numbers of histograms

No longer need specific reference data with an unsupervised approach

e Baddataare rare and often uncorrelated across different issues

e Sufficient to train on a subset of good data
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Formal construction

Collection of histograms from good runs converted into lower-dimensional latent space

e Learnatransformation 7 from the input space (i.e. entries per bin) to compress into latent space
e Latent space contains just enough features to reconstruct the original histogram

e Once T islearnt, the anomaly score for an input test histogram can be evaluated

All principles are the same for both the PCA and AE

e We performed metastudies using L1T branches of Run 2022 data

e Need todetermine which runs to study, and which L1T histograms are most interesting
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L1T Meta Study

Use 62 plots from L1T DQM, e.g. Calo Layer-1/-2, uGMT, L1T Objects

e Mostly L1T shifter histograms, with added subsystem-specific histograms

e Histograms from HLTPhysics data set in PromptReco files containing L1T object branches

Full run list for 2022 extracted from DCSOnly and Golden JSON files using BrilCalc

e Allruns required to have >5 mins (>13 LS) and 3 pb™! of recorded data with >500 colliding

bunches (>0.05 pb™l/LS) for sufficient statistics and detector performance

GOOD (TRAIN) GOOD (TEST)
LS criteria >30 min (>77 LS) > 40 pb™' bad data >5 mins (>13 LS)
PPD good data criteria > 90% good data or < 50% bad data
# runs 216 43 265 [216+49]
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https://github.com/AutoDQM/AutoDQM_ML/blob/93c020833b8a3f8b8bb233fb8a1acb50c086920c/metadata/histogram_lists/L1T.json
https://github.com/AutoDQM/AutoDQM_ML/blob/7c0d133dbf74fc04c8a9f93c874bb0b41529c4df/metadata/dataset_lists/L1T_2022.json

Use 62 plot{ from L1T DQM, e.g. C3lo Layer-1/-2, uGMT, L1T Objects

Exclude runs labelled bad
due to tracker issues, as this
isinvisibleto L1T

BAD
> 40 pb™' bad data
or < 50% bad data

43
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https://github.com/AutoDQM/AutoDQM_ML/blob/93c020833b8a3f8b8bb233fb8a1acb50c086920c/metadata/histogram_lists/L1T.json
https://github.com/AutoDQM/AutoDQM_ML/blob/7c0d133dbf74fc04c8a9f93c874bb0b41529c4df/metadata/dataset_lists/L1T_2022.json

More info on AutoDQM'’s PCA implementation

Unsupervised learning in PCAs

PCA implemented using scikit-learn

e Unsupervised and specialised in dimensionality reduction (compression)

e Transforms 1D/2D histograms from 216 training runs into two key components
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https://indico.cern.ch/event/929089/contributions/3913938/attachments/2060742/3456641/AutoDQM_DQM_Jun19.pdf

Unsupervised learning in PCAs Anomalies are

rare: they will not
PCA implemented using scikit-learn be identified as

key components

e Unsupervised and specialised in dimensionality reduction (

e Transforms 1D/2D histograms from 216 training runs intq two key components

Tests show for our purposes only 2
components needed: no marked
improvement with 3or 4
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More info on AutoDQM'’s PCA implementation

Unsupervised learning in PCAs

PCA implemented using scikit-learn

e Unsupervised and specialised in dimensionality reduction (compression)

e Transforms 1D/2D histograms from 216 training runs into two key components

Requires pre-processing of input data and processing of reconstruction for each histogram family

e 2D histograms are flattened into 1D for both training and evaluation
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More info on AutoDQM'’s PCA implementation

Unsupervised learning in PCAs

PCA implemented using scikit-learn

e Unsupervised and specialised in dimensionality reduction (compression)

e Transforms 1D/2D histograms from 216 training runs into two key components

Requires pre-processing of input data and processing of reconstruction for each histogram family

e 2D histograms are flattened into 1D for both training and evaluation

e Low-occupancy bins are merged iteratively to reduce impact of statistical fluctuations

o Canleadto aseries of empty bins in the reconstruction
o Require bins to have at least 0.33% of entries averaged over the full training data set for that family

o  Remove zero-occupancy bins at start and end of histogram data
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https://indico.cern.ch/event/929089/contributions/3913938/attachments/2060742/3456641/AutoDQM_DQM_Jun19.pdf

More info on AutoDQM'’s PCA implementation

Unsupervised learning in PCAs

PCA implemented using scikit-learn

e Unsupervised and specialised in dimensionality reduction (compression)

e Transforms 1D/2D histograms from 216 training runs into two key components

Requires pre-processing of input data and processing of reconstruction for each histogram family

e 2D histograms are flattened into 1D for both training and evaluation

e Low-occupancy bins are merged iteratively to reduce impact of statistical fluctuations
o Canleadto aseries of empty bins in the reconstruction
o Require bins to have at least 0.33% of entries averaged over the full training data set for that family
o  Remove zero-occupancy bins at start and end of histogram data
e Transformation from latent space to reconstruction uses RELU at final layer to remove -ve bins

o  Avoids non-physical reconstructions and biased weights in reconstruction stage
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Unsupervised learning in AEs

AE implemented using TensorFlow

e Neural network-orientated and compression not linear like with PCA

e Thisis better adapted to identifying anomaly substructures

More complex implementation for more complex anomaly detection

e Requires the same input pre-processing and RELU reconstruction processing
e Not asfast as the PCA and much more difficult to tune input parameters to optimise performance

e Need alot of data to be effective
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Unsupervised learning in AEs
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Anomaly evaluation

Evaluate and flag if a histogram is anomalous if the anomaly score is above a certain threshold

e Anomaly score higher when the reconstruction is a poor match for the input histogram

Measure the Square Sum of Errors (SSE) score between original and reco

SSE =) (d; — d;)”
1=1

e d contents of bini of normalised input histogram; d.’ reconstruction equal to TY7Td)
e Normalised SSE metric is anti-correlated with the number of entries in a histogram

e Soshorter runs consistently result in higher anomaly scores
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SSE score shortcomings
Looking at all histogram SSE scores using the PCA

e Anomaly score clearly anti-correlated with number of entries
e y?intrinsically less susceptible to statistical fluctuations SSE

e Define ay? metric driven by the BB probability function

Rob White, INFN Sezione di Torino

10724

SSE score
= =
o o
L &

=
o
&

=
o
&

SSE score

o

. “e
-®

A

ad Pxo

S
xx

8 %.8 %

bt J

10° 10* 105 10 107

102 10 106 108
No. entries



103 4
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Looking at all histogram SSE scores using the PCA
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SSE score shortcomings

Take input histogram of bin occupancy d. and integral D (unnormalised).
Take reconstructed histogram d."and D’ scaled by 100 as reference histogram.

a = ap+ d; x 100
B = By +d; x 100
(10:60:1

Factor of 100 suppresses statistical uncertainty in reconstruction.
Result is a x? metric that is consistently low for histograms with few entries.

!

Mitigate occupancy bias by scaling by the integral D ~ gradient of RH plots.
XQ' X2 / D 1/3

This is the modified %2 score.
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Further correlations

Ranks of scores against number of
entries

e (Top) Correlation between
PCA-derived SSE and modified %2
score ranks and number of entries in
1D L1T DQM histograms in the 265
good runs

e (Bottom) Correlationin 2D L1T
DQM histograms in the 265 good
runs

Modified 2 correlation much lower than
for SSE score, and give large values even
in most-occupied plots
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PCA performance

0.05

1 Run 356580 data 1 Run 356582 data
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L1T muon track distributions in 57 (1D) should result in an anomaly flag on the left

e Adeficitintracks between 0.9 < || < 1.2 is noted in Run 356580

e Difference in modified y? and subtraction plot reflects this clearly
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AE performance by comparison

1 Run 356580 data =1 Run 356582 data
0.05 - AE reconstruction 0.05 4 AE reconstruction
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AE does correctly produce a higher anomaly score in Run 356580

e Butthe values are quite similar, and the reconstruction in Run 356582 is not ideal

e Actually signals the AE is not good with small variations between runs
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Systemic problems with AE

After training over the 62 histograms across the 216 good training runs, modified > was poor

e Range of metric values too similar between good and bad runs
e Failed to properly reconstruct certain families of L1T histograms even in good runs

e Attempted tests by removing the “mean” histogram from the 216 runs and retraining, without success
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Systemic problems with AE

After training over the 62 histograms across the 216 good training runs, modified > was poor

e Range of metric values too similar between good and bad runs
e Failed to properly reconstruct certain families of L1T histograms even in good runs

e Attempted tests by removing the “mean” histogram from the 216 runs and retraining, without success

Possible explanation is not that the AE was a bad algorithm, but its choice in this context was

e 62 histograms per run across 216 training runs

e Each histogram can have anywhere between ~100s of bins and ~10000s of bins (especially in 2D)

e Cannot reduce number of bins further: rebinning for occupancy at higher thresholds than 0.033%
eventually leads to loss of histogram substructures

e AE cannotlearn ~100s or ~1000s of features from a data set of 216 alone
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Systemic problems with AE

AE performance only in arXiv up to simple original vs reconstruction
comparison (2501.13789)

Journal version does not mention the autoencoder

(EPJ Research Infrastructures)

Results of full analysis available on request

(I only continue with PCA and 3B in these slides)
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https://arxiv.org/pdf/2501.13789
https://link.springer.com/article/10.1007/s41781-025-00147-2

BB using 8 reference runs in same data set

Use 3B to perform the same meta study but with appropriate anomaly scores

e Simple %2 score should inherently be unbiased by number of entries in each histogram
e Consider also the maximum single-bin pull value, Z’max
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L1T Meta Study

Used ~300 runs from 2022, selected 62 L1T histograms of interest per run

o 265 (~85%)good runs for general CMS use

e Anomaly scores for different algorithms:
o PCA: modified %2

o BB:y?and maximum pull value, VAN (generated from 8 reference runs)
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L1T Meta Study

Used ~300 runs from 2022, selected 62 L1T histograms of interest per run

e 265 (~85%)good runs for general CMS use

e Anomaly scores for different algorithms:
o PCA: modified %2

o BB:y?and maximum pull value, VAN (generated from 8 reference runs)

Generate a set of flagging thresholds unique to each algorithm, score, and histogram

e Rank scores from good runs for each algorithm and histogram

e For tighter acceptance thresholds, a higher fraction of histograms will be flagged as anomalous

0" threshold 15t highest score + 2 x (15 - 2" highest score)
1stthreshold % x (15t + 2" highest score)
nt" threshold % x (n*"+ (n+1)st highest score)
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L1T Meta Study

Two new metrics to assess the AutoDQM anomaly-flagging performance

e Divided between good and bad runs (a priori labels)

1) Mean # histogram flags (HF) per run

o  Want to see more histogram flags in bad runs

o Possible for histogram to be flagged by both algorithms
2) Fraction of runs (RF) with at least N histogram flags

o Intended to reflect the shifter experience: how often do we see a significant number of flags?

o N must be fairly small (1, 3, 5) to avoid alert fatigue (although performance for N>5 doesn’t change)

Construct ROC curves based on HF-ROC and RF-ROC metrics

e Number of flags equal to number of anomaly scores exceeding the nt" threshold
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Performance of 3B

BB results compared to M reference runs

e Performances improve considerably
for more reference runs
e HF-ROC and RF-ROC perform

similarly
e Maxpulltest(Z’

max

good runs

) slightly more
sensitive to flagging histograms in

Mean histogram flags per bad run

Mean histogram flags per bad run
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Performance of PCA

PCA results trained on all good train runs

e Seemingly very good at flagging anomalies in bad runs before being sensitive to good run flags

e Insensitive to variations in pileup conditions as PCA trained across the full 2022 set of runs
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Performance of combined algorithms

Best performance obtained from a combination of quali

tests

e HF-ROC flags histograms 4-6 times more from bad runs than good runs
e 55% bad runs have at least 3 flags vs 13% good runs with at least 3 flags at same threshold

No score or
algorithm is
definitively superior
to the other

For the combined RF-ROC, if
the same histogram is
flagged by 2 tests, it is
counted as 2 flags
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Remarks on the Meta Study

AutoDQM is not expected to identify 100% of bad runs in the L1T data set

e Reason for abad run may not have affected the L1T
e |ssue notvisible in the online DQM histograms

Nor is AutoDQM expected to never flag good runs as anomalous
e Many good runs contain true anomalies

Nevertheless, AutoDQM in L1T managed to detect half of the serious issues affecting CMS data in
2022, where less than 12% of good runs are flagged as anomalous
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The Power of AutoDQM

From the POV of shifters and experts, the mean # HF and RF with at least 3 of 62 histograms flags
will help us define thresholds for identifying anomalous runs in AutoDQM

For each run, the default AutoDQM display shows only the N flagged histograms

e Thesshifter can then study just those histograms
e Reduces the workload of the shifter up to ~4-6 times
e AutoDQM plots also highlight the source of the anomaly physically in the detector

The shifter can then contact experts to understand the anomaly

e For “online” shifters, allows us to catch and fix real problems / mis-configurations quickly
e For certification shifters, enable more accurate flagging of “good” and “bad” runs

Tool is most effective across a large set of reference runs, with PCA insensitive to conditions

e Maybe this helps create a full Run 3 anomaly detection tool
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The Future of AutoDQM

Partly overlapping with the Phase Il upgrade

Tighter integration with other monitoring tools (OMS, hardware status, etc.)
Incorporation of at least some AutoDQM elements into central DQM
Improved ML tools

Develop GUI specifically for pedagogical effectiveness for shifters
o Hover-over explanations

o Linkstoinformation about the detector component, algorithms, etc.
Extension to MC release validation (RelVals)

e Bringingin new Phase Il detector components
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Backup

2022: Data certification reports 9th, 16th, 23rd Aug 2022 (Set 1, Set 2, Set 3)

Certification Run3: https://twiki.cern.ch/twiki/bin/viewauth/CMS/CertificationOfCollisions22

Anomaly Detection Tools in CMS for DQM

e AutoDQM: Anomaly Detection for Automated Data Quality Monitoring in the CMS Detector

L ECAL: Autoencoder-based Anomaly Detection System for Online Data Quality Monitoring of the CMS Electromagnetic Calorimeter

o HCAL: Spatio-Temporal Anomaly Detection with Graph Networks for Data Quality Monitoring of the Hadron Calorimeter

Rob White, INFN Sezione di Torino
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https://indico.cern.ch/event/1188725/contributions/4996084/attachments/2490952/4277759/DC_report_9_Aug.pdf
https://indico.cern.ch/event/1190333/contributions/5002709/attachments/2493499/4282182/Data_Certification_report_16_Aug.pdf
https://indico.cern.ch/event/1191225/contributions/5006889/attachments/2496209/4287210/Data_Certification_report_23rd_Aug_set1.pdf
https://twiki.cern.ch/twiki/bin/viewauth/CMS/CertificationOfCollisions22
https://arxiv.org/abs/2309.10157
https://www.mdpi.com/1424-8220/23/24/9679

The CMS Detector Layers

e Pixel and strip Si tracker strips for charged-particle
detection

e Electromagnetic calorimeter (ECAL) formed of PbWO4

crystals for detecting photon and electron showers v
y AN
. R £ 4

e Hadron calorimeter (HCAL) formed of brass and # I

plastic scintillators to detect neutral and charged _ g | l%#

Tradker ¢
pa rt IC I es Et,mh?@mmgm@f@
Calorimeter
1 1 1 Hadro
e Surrounded by NbTi superconducting solenoid v soriin, S I ‘
Selenoid Iron r;/figm yoks 3ﬁf§365§,<‘2;ﬁ]
e Muon drift tubes (DT), resistive plate chambers (RPC), R et
. qe . Muon Electron Charged hadron (e.g. pion)
gas electron multipliers (GEM) and cathode strip  ___ . cuinedronteqneutrom oo e

chambers (CSC) for tracking
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Particle identification and location in L1T

We need to reconstruct jets and match them to particles

e Electrons, muons, tau leptons, photons, and hadrons identified using a global particle-flow

algorithm (PEA)
e PFArelies oninformation across all detector subsystems to reconstruct jets

o Basedon asegmented tracker to match the track of an ionising particle traversing the Si layers

o Fine-granularity ECAL for good separation of energy deposition of charged hadrons, neutral hadrons,

and photons in jets

o Coarse, hermetic HCAL to separate charged hadrons from neutral hadrons

o Muon identification and tracking is pure and efficient

PFA integrates information across all subsystems: previously each was a dedicated particle detector
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Matching particles to one event in LaT

We cannot reconstruct ~50-60 events per crossing: we only need one of interest

-> Find the primary vertex of the hardest scattering process (HSP) based on Si tracker info
-> Find jets (gluons, quarks that hadronise and possibly decay further) belonging to the HSP
-> Subtract charged hadrons (CHS) from vertices that do not correspond to the HSP

-> Find neutral particle vertices aligned with remaining charged particle vertices

-> Filter out unrelated vertices from neutral particles and refined charged particle selection with

pileup per-particle identification (PUPPI)
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CL2 crate

Micro Telecoms Computing

Architecture (MicroTCA) crate

AMC13

e 9 master processors (MP7) TCDS

e Eachreadsa25nsbunch
crossing at atime

e Infois time-multiplexed: calo

towers across all calo g 14 2 8 1 2 % T 4

subsystems from CL1 Towers clustered into calo objects

timestamped and made e Calo objects held on single FPGAs within MP7
available e DEMUX formats processed data from MP7s for GT
e TCDS, AMC13 apply clock and signal timestamps
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A very blatant example
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A very blatant example
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