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New technologies...new challenges
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New reactor concepts => Digitalization => New architectures New technologies => Quantum computing
Significantly different requirements and new vulnerabilities Adversaries now have access to new tools
than existing fuel cycle facilities with unprecedent capabilities
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Digital Twin Applications

« DTs already implemented across various
industries

- Aviation, automotive, healthcare,
manufacturing, smart cities, maritime industry

Aviation industry example

» DT for predictive maintenance

» Reduce costs 5-10% annually

» Decrease downtime ~20%

PURDUE (_. “Aircraft MRO 2.0: The digital revolution | McKinsey.” Accessed: Mar. 09, 2026. [Online]. Available:
E UNIVERSITY. i L https://www.mckinsey.com/industries/travel/our-insights/aircraft-mro-2-point-0-the-digital-revolution?utm_source=chatgpt.com

4



Digital Twin Definition

“A digital twin is a computational model (or a set of coupled computational models) that
evolves over time to persistently represent the structure, behavior and context of a unique

physical asset such as a component, system or process”
(AIAA Digital Engineering Integration Committee, “Digital twin: Definition & value,” AIAA and AIA Position Paper, 2020)

A
(3) The updated digital twin enables .0
“A virtual replica ofa in-depth analysis of the asset and g
h . [ t” d : d y prediction of future state evolution
Sical asse esigne o.
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E UPI:I[IJ\:I[%]R)SII-II‘EY: (_.\ AND NUCLEAR SENSING M. G. Kapteyn, J. V. R. Pretorius, and K. E. Willcox, “A probabilistic graphical model foundation for enabling predictive digital

twins at scale,” Nat Comput Sci, vol. 1, no. 5, pp. 337-347, May 2021, doi: 10.1038/s43588-021-00069-0.



What about Cybersecurity?
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What about Cybersecurity?
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Channel #1: LCRM
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Cybersecurity in the Modern Age
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Challenges

Can we design an unconditional security framework to fulfil cyber
requirements?

Can we detect and characterize cyber or other events in real-time?

How can we license operators when 10CFR50 requires training on
an existing facility?

Is (semi) autonomous control feasible?
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Towards a Real-Time Cyber-Physical Dlgltal Twin
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Digital/Cyber Remote Station

Stats:
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Digital/Cyber Remote Station
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PUR-1 DT Architecture
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Semi-autonomous Architecture

Completed

Simulations Reactor site Remote location

PUR-1 Physics-
based models

No Error check
passed?

Electricity and heat
demand timeseries

Operator override
required or SCRAM

Error checker
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Physics-Based Models

Neutronics + PKE

External Irradiation
Assemblies

Stabiization adapter—__

Experimental setup—

Slot with goid ol

Empty siot—"

¥044 woANe!

"

il“r “
II“

(s guraonnsg)

3

>

»

Expermentsl Postion G|
P

S

[7] Fuel Assembly

[ ] Control Assembly

I Graphite Assembly

"] Irradiation Assembly

D Neutron Source

D Fission Chamber

B External Irradition Assembly

| Benchmérking data o —
E PURDUE ‘ School of Nuclear Engineering \ i NPA%%KRSFNSING

UNIVERSITY

©

»

CAD Model

Neutron Flux (neutrons/cm?sec)

|
\

) es)[ o) G0 0 )

o

Foll Position




Network Communications Model
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Network Communications w/ Adversary Model
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What about Cybersecurity?
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Model Predictive Reactor Control - Load Following
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Model Predictive Reactor Control — Packet Loss

PID Change Rate - Burst Packet Loss
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Integrated Diagnostics w/ Localization - FDI

Integrated Control and Diagnostics - Instant FDI
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Real-Time Load Following of Al GPU Training
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Lesson learned #1 : Data Artifacts
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Lesson Learned #2: Use Case Progression
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Lesson Learned #3: Al/ML Architecture

L

and

L

Input Output
0 (Normal)
Input OT data
1 (Abnormal)
Level 1
Input Output
0 (Normal)
Input IT data
1 (Abnormal)
Level 2

Input Output
0 (Other)
Input OT data
1 (FDI)

Level 3

and

Classifier
Output

-l

System Normal

-

Other

-B
FDI

- B

FDI + DOS

[
DOS

PURDUE

UNIVERSITY

School of Nuclear Engineering

AND NUCLEAR

SENS
SENS

LABORATORY




27

Lesson Learned #4: Al/ML Training and Testing

Data Preprocessing

Data Spliting

Model Training

7\
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Dataset creation A ANAAAAAAN
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Model Validation Hyperparameter Tuning —
Validated Model

Iredated Latel 0
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Example: Hyperparameter Tuning

indow Length Number of timesteps fed as input to the model All levels: 1, 5, 10, 20, 30
indow Step Number of points between consecutive time All levels: 1, 3,5, 7, 10
windows

raining Balance Ratio Ratio of normal to abnormal data during training Level 1: 1, 3, 5, 10, 20, 30
Level 2: 1, 3, 5, 10, 20, 30
Level 3: 0.33

Ratio of normal to abnormal data during Level 1: 30

validation Level 2: 30

Level 3: 0.33

esting Balance Ratio Ratio of normal to abnormal data during testing Level 1: 30

Level 2: 30

Level 3: 0.33

Type of normalization applied to data All levels: Min-max, standard

i Type of Al/ML algorithm used All levels: Decision Tree, Random

“ Forest, Logistic Regression, Linear SVM,
Naive Bayes

Proportion of dataset saved for testing All levels: 50/30/20, 60/20/20,
70/10/20
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Lesson Learned #5: Interpretability
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Power (a.u.)

Performance Evaluation — Bias Injection Attack
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Challenges

Can we design an unconditional security framework to fulfil cyber
requirements?

Can we detect and characterize cyber or other events in real-time?

How can we license operators when 10CFR50 requires training on
an existing facility?

Is (semi) autonomous control feasible?
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