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Defence Against the Dark Arts: Protecting Moodle
from Hacking Attempts
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As a follow-up to the demonstration of at the Hacking Moodle village, this presentation focuses on defence.
In particular, I will look at several aspects of Moodle defence through the lens of different types of attacks, and
consider how each of them would thwart the efforts of attackers, thus comprising best practices for secure
Moodle administration. In particular, we will look at the “security checks” report that is built-in to Moodle
and how making sure all those checks are satisfied hardens Moodle against a variety of attack types.
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