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Towards Virtualized 100+ Gbps Data Acquisition
Software Systems

Jalal Mostafa @, Suren Chilingaryan

Abstract—Modern detectors in scientific infrastructures yield
data at higher rates and in larger volumes. Despite the extensive
data reduction on detector electronics, scientists employ software-
based functions, e.g., high-level triggers, for further online data
reduction that run on a dedicated computer cluster located at
the scientific infrastructure’s site. As a consequence, scaling,
operating, and maintaining the stability and performance of
this cluster becomes a demanding responsibility that requires
extensive time and manpower. This paper proposes Data Ac-
quisition Functions Virtualization (DFV), a new paradigm to
minimize these operational efforts by eliminating computer
clusters in scientific infrastructures and by running software-
based online data reduction functions on widely available general-
purpose campus computing facilities. DFV leverages computer
virtualization and high-performance Ethernet networking to
isolate software-based functions on campus computing facilities
while sustaining their required input throughput. We explore
the key technical challenges to realize DFV and propose the
Data Acquisition Development Kit (DQDK), a novel framework
for high-performance Ethernet-based readout functions and a
cornerstone in DFV. The new data acquisition paradigm is
applied to the TRISTAN upgrade of the KATRIN experiment
at the Karlsruhe Institute of Technology. The framework can
reduce CPU resources by a factor of 2.67x and save up to 15%
of the consumed energy.

Index Terms—AF_XDP, software-based data acquisition, high-
throughput detectors, virtual machines, containers, computer
networking

I. INTRODUCTION

ODERN scientific detectors have high spatial and the

temporal resolutions leading to an increase in data
volumes and rates. For example, the raw data rates of the
Compact Muon Solenoid (CMS) experiment at CERN have
developed from 100 GB/s by end of 2013 to 200 GB/s by
end of 2018 [1] and are expected to reach 50 Thit/s with the
High Luminosity Large Hadron Collider (HL-LHC) [2].

To handle the increasing data rates, scientists design hi-
erarchical hybrid hardware-software data acquisition func-
tions (DFs). Detector electronics, powered by technologies
like Field Programmable Gate Arrays (FPGAs), are deployed
adjacent to the detector and run trigger systems and event
filtering algorithms to reduce the detector data rates. Because
of their long test and development cycles, these technologies
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consume scientists’ efforts and time to design and test data
reduction DFs. Therefore, they are augmented with software-
based DFs for further online data reduction on a computer
cluster that is operated on the research infrastructure site.
Contrarily, software-based DFs are easier to design and test
complex reduction and feature extraction algorithms using
high-level programming languages and parallel processing
technologies like General Purpose Graphical Processing Units
and the Message Passing Interface. Examples of software-
based DFs are High-Level Triggers in CMS [3], ATLAS [4],
and Belle II [5] or the online data reduction architecture in
DUNE [6].

Since these computer clusters are located at the scientific
infrastructure site, scientists have to put increasing efforts
into managing and operating it. Such a cluster requires active
system maintenance (e.g., system administration, software
updates, etc.), which contributes to its availability and security.
It is usually dedicated to one scientific infrastructure and is
sporadically utilized when needed, e.g., for scientific measure-
ments or simulations. For example, the Karlsruhe Tritium Neu-
trino (KATRIN) experiment, the Karlsruhe Research Accelera-
tor, and the Far-infrared Linac and Test Experiment each have
a dedicated computer cluster on the same campus at Karlsruhe
Institute of Technology in Karlsruhe, Germany. This prevents
sharing a computer cluster among several experiments and
leads to resource under-utilization, plus redundant efforts and
costs to commission and maintain each cluster. Another major
concern is the cluster’s scalability, which requires procuring
new computer nodes to increase its computing power. Under
these challenges, we say the traditional hybrid architecture
suffers from “The Operability Challenge”.

In this paper, we target overcoming the operability challenge
by proposing Data acquisition Functions Virtualization (DFV),
a new data acquisition (DAQ) paradigm that eliminates the
need to operate a computer cluster in a research infrastructure.
As shown in Fig. 1, the DFV paradigm exploits computer
virtualization and Ethernet-based networking to run software-
based DFs on campus computing facilities (CCF) that are
abundantly available in most scientific and academic institutes.
CCF are highly-scalable shared reusable computing resources
managed and operated by the computing departments of the
hosting institute. Using CCF offloads system maintenance to
these departments and exploits their shared computing power.
Computer virtualization and CCF’s abundant computing re-
sources provide easy means to scale DFs on demand without
procuring additional hardware. As a result, multiple research
infrastructures and scientific experiments can exploit CCF
minimizing the efforts to operate software-based DFs.
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Fig. 1. DFV vs Traditional Hybrid Hardware-Software Data Acquisition

Since DFV should co-exist with diverse non-DAQ applica-
tions like mail and database servers on the CCF premises, it
is crucial they do not compromise each other’s execution. Di-
verse applications have diverse requirements each requiring an
execution environment of specific software packages and ser-
vices. To prevent breaking other applications’s environments,
DFV isolates applications through computer virtualization
where every application is encapsulated in a virtual sandbox
ensuring peaceful coexistence of applications. While computer
virtualization isolates the execution environment, it does not
prevent performance degradation caused by competition over
computing resources among virtualized applications. On the
contrary, computer virtualization despite its advantages de-
grades applications’ performance due to the overhead added by
the hypervisor [7], [8]. This is crucial for software-based DFs
because degrading their performance could lead to potential
loss of detector data while being received from hardware-based
DFs.

To this end, this paper discusses the technical challenges
of realizing DFV on CCF and proposes a design to over-
come them. Our study is based on the flow of detector data
from hardware-based DF by considering the requirements of
modern detectors and the challenges imposed by: data transfer
through computer networks, computing resources sharing on
CCFs’ computer systems, and finally computer virtualization
overhead. We propose the Data acQuisition Development
Kit (DQDK), an optimized software framework to design
software-based DFs for DFV that exploits high-performance
technologies to perform zero-loss Ethernet-based readout from
detector electronics while minimizing the usage of shared
computing resources. We quantify the impact of computer
virtualization setups on DFV performance through DQDK.
The TRItium Sterile Anti-Neutrino (TRISTAN) detector at the
KArlsruhe TRItium Neutrino experiment is studied as use-case
for DFV. Our results show that DFV can reduce CPU resources
by a factor of 2.67x and save up to 15% of the consumed
energy needed by the computer system.

II. RELATED WORK

Computer virtualization in research infrastructures have
attracted significant interest. However, it is only used for
DFs that does not require high-performance like slow control
systems or for offline data analysis services.

CERN operates its large-scale infrastructure, the large
hadron collider (LHC), using the Worldwide LHC Computing
Grid (WLCQG), an international cooperative project incorpo-
rates 170 computing centers in 42 networks over a grid-
based network infrastructure [9], [10]. The WLCG, however,
operates distributed data management and analysis services of
already saved data, but it does not operate the DAQ systems of
the LHC where high bandwidth data from the LHC detectors
need direct and online processing [10]. Instead, CERN op-
erates online software-based DFs in a local computer cluster
for every scientific experiment, e.g. CMS and ATLAS HLTs
[3], [4]. In 2017, CERN outlined the computing infrastructure
challenges to operate the DAQ systems of the LHC experi-
ments in a virtualized computing platform [10]. Later in 2019,
CERN published a roadmap to tackle these challenges and
computer virtualization was a substantial part of it [11]. In the
same year, the scientists of the ATLAS experiment at the LHC
published a paper evaluating Kubernetes, a containers-based
computer virtualization technology, as an orchestrator of the
offline event filter computing resources of the DAQ systems
[12]. The ALICE experiment at CERN has also started to adopt
virtualized computing technologies in its infrastructure that are
mainly for distributed data processing of already saved data
[13].

The Karlsruhe Tritium Neutrino (KATRIN) experiment at
Karlsruhe Institute of Technology (KIT) has operated a vir-
tualized computing infrastructure called KaaS for its data
management services and parts of the slow control system
[14]. KaaS runs a container-based virtualization solution on
only 3 computer servers, and it provides distributed data
management services for KATRIN’s slow control system.
KaaS mainly focuses on data storage and offline data analysis
and visualization.

Similar to KaaS, the the Jiangmen Underground Neutrino
Observatory (JUNO) experiment in China is operating a
service-oriented architecture for its slow control system using
a Kubernetes-based computing platform that involves several
distributed applications and middleware to guarantee the scal-
ability and the availability of the slow control system of the
experiment [15].

III. DFV TECHNICAL CHALLENGES

This section discusses the technical challenges that under-
mine realizing DFV. Our discussion is based on analyzing the
data flow of detector data from detector electronics to end of
data reduction at software-based DFs.

The cornerstone of DFV is zero-loss data transfer of de-
tector’s data from detector electronics to virtual computing
resources in CCF over Ethernet. Fig. 2 shows the flow of
detector data in DFV. After being processed by frontend and
backend detector electronics at the scientific infrastructure site,
detector electronics have to prepare detector data for transfer to



IEEE TRANSACTIONS ON NUCLEAR SCIENCE, VOL. XX, NO. XX, XXXX 2025

o Operating System
:Netwnrking, CPU Scheduling

Virtualization Layer
:Hypervisor, Container Runtime

Hardware

Detector B
ICores, NIC, Memory, Interconnect]

Campus Computing
Facility

Scientific Research
Infrastructure Site

Fig. 2. Flow of Detector Data in DFV

the software-based DF over Ethernet in the CCF. At the CCF,
pre-processed detector data is first handled by the physical
general-purpose hardware represented the CPU cores, main
memory, the network interface card (NIC), and the inter-
connects between them. The virtualization layer, e.g. virtual
machine monitor (also known as hypervisor) or container run-
times, virtualizes the physical hardware resources into virtual
resources to encapsulate every application into its sandbox so
they do not interfere with each others’ execution environments.
Finally, the data goes through the operating system (OS)
layer where implementations of computer networking software
(networking sockets, Ethernet protocols, and NIC drivers) are
implemented and sharing CPU cores between applications
is managed through the CPU scheduler. Any bottleneck in
these components can obstruct the data flow from detector
electronics to the software-based DFs and lead to probable
loss of detector data compromising the integrity of scientific
data [16].

A. Involving Detector Electronics

DFV does not enforce major changes on detector electronics
but only requires an implementation of Ethernet data transfer
protocols for communication with the software-based DFs.
However, it’s only secondary to running their original tasks
(trigger system, event building and filtering, etc.). Therefore,
these implementations must be resource-efficient so they do
not hamper developing their original DAQ tasks.

B. High-Throughput Resilient Networking

Traditional computer networking technologies do not sup-
port zero-loss 100+ Gbit/s data processing for modern sci-
entific detectors [6], [17], [18]. A major reason for data
loss is the Slow Receiver problem where the software-based
DF (the data receiver) drops detector data because it cannot
process the stream fast enough due to high data transfer
latency [8], [19], [20]. Recent computer networking technolo-
gies, like RDMA and DPDK, can solve the Slow Receiver
problem by offering lower data transfer latency. However,
such technologies usually require special hardware that may
not fit in CCF environments which are uncustomizable black
boxes of hardware architectures, configurations, and software
middlewares [21]. A good networking technology to establish
DFV is one that does not only offer 100+ Gbit/s throughput
but is also resilient to adapt to diverse technologies of CCF
with no special hardware environment.

C. Shared General-Purpose Computing Resources

Unlike traditional hybrid hardware-software DAQ, CCF
share resources among diverse applications. It is likely that
these applications might interfere with each because they share
the same physical CPU cores, hierarchical memory resources
(main memory and CPU caches), and interconnects (memory
bus and PCIe). This is especially true in CCF because are
not tuned and optimized for high-performance applications
like software-based DFs. For example, the CPU scheduling
algorthim of the OS in CCF environments treat all appli-
cations alike without considering their workloads types and
requirements. Such interference can trigger bottlenecks like the
Memory Wall in general-purpose computer systems leading to
degraded performance [19], [20], [22]. Tackling such complex
technical challenges is hard and time-consuming intensifying
the operational efforts of the scientific infrastructure.

D. Computer Virtualization

Computer virtualization is an integral component of DFV.
It protects DFs from unwanted malicious accesses from other
applications. However, isolation and security in virtual ma-
chines and containers have a performance cost on network-
based applications like DFV due to overhead of virtualization
features like Intel Virtual Machine Extensions [7], [23]. To
overcome this overhead, different hardware and software net-
work virtualization setups have been proposed for different
applications like VirtlO-VHost (software network virtualiza-
tion) and Single Root Input/Output Virtualization (hardware
network virtualization). Understanding the performance of
each virtualization setup is crucial to understand what is best
to deploy DFV in CCFE.

Considering these challenges to realize DFV, we argue
that conventional data transfer technologies used in com-
modity computer networks are not reliable to realize DFV.
An alternative reliable data transfer technology is required
to realize DFV. Studying the challenges on shared general-
purpose computing resources is required to propose the ad-
equate tuning and optimizations to mitigate them. We need
to study the performance impact of hardware and software
network virtualization setups for DFV.

IV. DFV DESIGN

To realize DFV and tackle the challenges raised in Sec-
tion III, we set 3 design considerations inspired by the defini-
tion of DFV: suitability for virtualization, resource efficiency
on detector electronics, and high performance.

DFYV relies on computer virtualization available in CCF to
run isolated DFs. However, computer virtualization constraints
the virtual environment of its guests through abstraction layers
on top of the computer host hardware. DFV can only have
the virtualization merits if it respects the constraints of com-
puter virtualization. Such constraints include: 1) No Specific
Hardware Requirements for a specific high-performance net-
working technology as discussed in Section III-B, 2) The Ze-
ro-Trust Security Model of CCF refuses to provide applications
with administrative or special privileges for security reasons,
3) Compatibility with Other Applications to prevent DFV from
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obstructing the execution of other applications, e.g. depriving
them of networking resources goes against the principles of
computer virtualization.

DFV relies on detector electronics in the data transfer
between the detector and the software-based DFs. This par-
ticipation requires that data transfer protocols consume some
resources on detectors’ electronics. However, resources of
detectors’ electronics are considered to be scarce and expen-
sive [18]. Hence, data transfer protocols implementation on
detector electronics should be resource-efficient and leave a
minor fingerprint on detector electronics resources.

To meet the requirements of modern detectors, DFV require
processing 100+ Gbit /s data streams without data loss. There-
fore, a networking technology that performs data transfer from
detector electronics to software-based DF in DFV should meet
the requirements of modern detectors.

Therefore, the 3 main pillars of DFV are: Suitability for Vir-
tualization, Resource Efficiency, and 100+ Gbps Throughput.

V. THE DATA ACQUISITION DEVELOPMENT KIT

To realize DFV, we propose the Data acquisition Devel-
opment Kit (DQDK) software framework. DQDK is a novel
framework for high-performance Ethernet DAQ functions. It
exploits high-performance networking technologies, parallel
processing, and software optimizations that prevent contention
due to resource sharing.

We build DQDK on top of AF_XDP, a novel low-latency
data transfer technology. AF_XDP is a new type of networking
sockets in Linux that enables the NIC drivers in the OS kernel
to perform zero-copy data transfer directly to a user-space
memory buffer (umem) allocated in the software-based DF.
It promises 100+ Gbps data transfer and uses the resource-
efficient TCP/IP protocols. AF_XDP is also considered suit-
able for virtualization because it is a 100% software solution
native to the OS and its kernel allowing it to take advantage
of tools that are already used to build clouds. Unlike other
high-performance networking technologies that require special
execution environments or resource-intensive protocols like
user-space drivers [24] or RDMA [25], [26], it does not require
a special hardware or execution environment and does not
violate the zero-trust security model in campus computing
facilities. AF_XDP also preserves the compatbility with other
applications allowing traditional OS networking ones to co-
exist peacefully.

The DQDK framework is an easy-to-use lock-free multi-
threaded software framework optimized for scalability, cache
awareness and compatibility. It employs the best practices to
prevent performance degradation due to resource sharing in
CCFs. The DQDK framework is implemented in ~3200 lines
of code, and is written in C and eBPF and utilizes the 1ibbpf
and 1ibxdp libraries to run and manage AF_XDP sockets,
the 1ibnuma library for NUMA-aware processing, and the
libpthread library for lock-free multithreaded processing.

A. Architecture

Fig. 3 shows the architecture of the DQDK framework. The
DQDK framework employs threads, hereby called workers,

where each worker is running a AF_XDP socket. A worker
receives data through the AF_XDP socket and then executes a
user-supplied DAQ logic over the received data. The workers
are initialized and operated over 2 phases or paths: The Data
Path and The Control Path. The data path is responsible
for high-performance delivery of detector data from the net-
work link to the DF, and the control path is responsible for
configuring and setting up the worker and binding it to the
data path. The control path is managed by an application
programming interface (API) that initializes and passes the ex-
ecution parameters to the internal components, e.g. number of
workers. It has 2 main responsibilities: allocation of computing
resources necessary for the data path, and loading the data
path components to the system to start the DAQ process. The
memory and CPU resources are allocated through the NUMA-
Aware Memory Allocator and the CPU Manager respectively.
The NUMA-Aware Memory Allocator allocates the umem for
each worker in the data path from the local huge pages of
the automatically detected NIC NUMA node. The memory
allocator has 3 advantages: 1) NUMA-Aware Allocations: it
allocates local memory and reduces cache misses resulting
from allocating memory on remote non-local NUMA nodes;
2) Huge Pages-based allocations: it prevents high latencies
resulting from frequent translations of virtual addresses into
physical memory addresses; 3) Locked Memory: it prevents
the operating system from swapping memory from main mem-
ory to far storage disks and thus causing performance degrada-
tion by violating the Principle of Locality. The CPU Manager
is responsible for allocating and pinning CPU resources for the
DQDK workers. It auto-detects the hardware configuration of
the owner NUMA node and its CPU cores, it allocates for
each worker 2 CPU cores (one for the application and another
for the corresponding NIC interrupt handler). The performance
advantages of the CPU manager are: 1) NUMA-aware CPU
cores allocation that prevent cache misses due to remote
memory accesses by allocating CPU and memory on the
owner NUMA node; 2) it prevents interference from other
tasks or the OS processes by isolating and dedicating the
CPU core to the DQDK framework; 3) it protects memory
locality by preventing frequent process context switching by
configuring the OS’s process scheduler to pin the DQDK
framework threads only to the chosen dedicated CPU cores.
After allocating resources, the DQDK API starts to load the
data plane by creating the workers, the AF_XDP sockets and
other components.

The data plane in DQDK consists of 4 main components:
Workers, SIMD-powered UDP/IP, Batch Processor, AF_XDP
Sockets, and the Forwarder. The forwarder preserves compat-
ibility with other software applications by filtering detector
data from other network data, e.g. data that belongs to other
applications like slow control software in scientific infrastruc-
ture. If received network data is detector data, it is directly
forwarded to the AF_XDP sockets in the user-space as seen in
Fig. 3. Otherwise, the forwarder returns the ownership of this
network data to the OS which ensures it is received by its target
application. The sockets are polled infinitely for new data
using the Batch Processor which takes care of managing the
AF_XDP descriptors and passing data for protocol processing.
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Fig. 3. The DQDK Framework Architecture

The DQDK data plane uses the User Datagram Protocol (UDP)
and the Internet Protocol version 4 (IPv4) protocols for data
transfer. The choice of the UDP/IP protocol stack is based
on the protocols’ lightweight implementations on detector
electronics [27]-[29]. There exists network protocols that
are lossless protocols like the Transmission Control Protocol
(TCP) or Infiniband, but they are resource-demanding when
implemented on detector electronics. Moreover, this does not
mean UDP does not provide any mechanisms to detect data
corruption in a distributed infrastructure like DFV.

The transition from the control path to the data path is
maintained through a state machine. It ensures the data path
is ready for processing detector data before the detector
electronics starts sending them. This is achieved through a
minimal protocol that synchronizes the slow control system
and DQDK. The protocol should be implemented in the slow
control system that is responsible for commanding detector
electronics to start the scientific experiment and sending data.

B. Limitations

The design of DQDK framework has some limitations. For
example, DQDK requires the Ethernet protocol and does not
support a diverse set of data transfer protocols (e.g. TCP,
IPv6) other than UDP and IPv4, but it is open to extension.
The current [Pv4 implementation also does not support packet
fragmentation which requires manually increasing the Ethernet
MTU when receiving data that is larger than the usual MTU
(i.e. 1514 B). It does not support sending Ethernet frames
larger than 4kB. The DQDK framework uses CPU cores (2
cores per AF_XDP socket) to achieve zero-loss DAQ, and
consequently requiring higher throughput may require scaling
DQDK, increasing the number of the needed CPU cores.

VI. THE TRISTAN USE-CASE

To prove its applicability, we apply DFV on the Tritium
Sterile Anti-Neutrino (TRISTAN) detector upgrade from the

KATRIN experiment [29]. It wants to explore the hypothetical
existence of the so-called sterile neutrinos experimentally
which are considered to have a potential contribution to dark
matter. The TRISTAN detector is formed of independent
modules called tiles. Each tile has 166 Silicon Drift Detector
(SDD) hexagonal cells. The detector will be deployed at the
KATRIN infrastructure in 2 phases: the first phase employs 9
tiles, the second employs 21 tiles.

The tiles will collaboratively work in 4 modes: Waveform,
List-wave, List-mode, and Histogram. The Waveform Mode
is a high throughput mode where the detector issues a raw
and unfiltered data stream of the detector signal for a certain
duration of all available tiles. The waveform will be sampled
at 62.5 MHz with a sample size of 16bit and producing
125 Mbit/s per channel. The rate of the detector in this mode
is expected to reach 200 Gbit/s which should be collected
without loss for at least 100 ms and requires at least 2.5 GB of
memory. Longer runs can reach up to 1 TB of memory. The
List-Wave is similar to the Waveform Mode but it includes
triggered raw data. Similarly, the Histogram and the List-
Mode modes are triggered modes but do not include raw data.
In the Histogram Mode, a single detector tile is expected to
trigger 16.6 million energy events per second to be collected,
processed, and summarized in 4 to 10 histograms per detector
channel before being saved to disk. Each histogram has 32768
bins of 4 B integers. Calculating the total required memory to
build the histogram in the memory would result in 1.7 GB at
minimum and 4.25 GB at maximum.

Ethernet Switch
+ Computer System

TRISTAN Detector 3 Serenity Boards

Fig. 4. Proposed Hybrid TRISTAN DAQ

Fig. 4 shows the proposed setup of the TRISTAN DAQ
system for 9 tiles in phase 1. The 9 tiles are managed by 3
Serenity boards that acquire data from the detector channels
and send them to a computer system where software-based
DAQ is performed. Each Serenity board is connected to 3 tiles
and is responsible for the event building and filtering of 498
channels. Detector data from all Serenity boards is aggregated
in 2x 100 Gbit/s uplink Ethernet links to the computer system
using an Ethernet switch.

VII. EXPERIMENTAL SETUP

We test our software-based DAQ function for the TRISTAN
detector by employing a simulation setup consisting of a
Serenity-A2577 board equipped with a Xilinx VU9P FPGA
& an enterprise-grade server. Fig. 5 shows the simulation
setup. A Serenity-A2577 board implements a UDP client core
including minimal IPv4 & ARP implementations over MAC
& PMA/PCS Xilinx IP core. The UDP implementation is
resource-efficient as it uses 0 block RAMs and consumes 1048
of the available 67200 Configurable Logic Blocks (roughly
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1.5%). The UDP server on the board generates UDP traffic
with 3392 B of packet size simulating the TRISTAN detector.
The UDP data is then transmitted over a 100 Gbit/s link to
the enterprise-grade server. It has 1 TB main memory balanced
over 4 NUMA nodes. Each NUMA node has a 16-core Intel(R)
Xeon(R) Platinum 8444H CPU @ 2.9GHz with Level 3 (L3)
cache of 180 MB.

The system has a 100 Gbit /s NVIDIA-Mellanox ConnectX-
6 Dx NIC connected over PCle 4.0 x16 to the PCle Root
Complex of NUMA node 0. It runs TRISTAN’s software-
based DF for the Waveform and the Histogram modes. We
provide 2 implementations for the software-based DF: one that
is based on DQDK and another that is based on state-of-the-
art traditional OS networking (UDP Sockets). Since we plan
to deploy the software-based DAQ function on a container-
based platform in the future, we perform our evaluation using
containers with host networking in comparison to bare metal
(no virtualization).

VIII. PERFORMANCE EVALUATION
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Fig. 6 shows the throughput in Gbps without loss using
DQDK as function of DQDK workers. The plot studies the
required DQDK workers, and consequently the CPU cores, to
process all the 100 Gbit /s traffic of the Waveform Mode with
zero-loss. Using 1 worker, the maximum possible throughput
with zero loss in DQDK is only 63 Gbit/s while it is only
9.5 Gbit/s with traditional OS networking. Increasing the
throughput beyond 63 Gbit/s would push the NIC to drop
detector data as there are not enough computing resources to
process all received packets. The throughput of the DQDK

implementation increases to 90 Gbit/s using 2 DQDK work-
ers (4 CPU cores) and only 26 Gbit/s with traditional OS
networking. It is enough to employ 3 DQDK workers (6 CPU
cores) to saturate the link using the DQDK implementation,
but we need up to 8 DQDK workers (16 CPU cores) to do
the same if we use traditional OS networking. We notice that
virtualization does not impact our DQDK implementation (2
coinciding blue plots in Fig. 6). On the other hand, we see
that using virtualization for traditional OS networking impact
their performance: even using the maximum number of DQDK
workers (16 CPU cores) cannot process all the NIC bandwidth
achieving only 97 Gbit/s.
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Fig. 7. Consumed Energy for Zero-loss 100 Gbit/s Setups

We also compare the consumed energy of both setups
that can process all the 100 Gbit/s link: DQDK implemen-
tation with 3 DQDK workers and traditional OS networking
implementation with 8 workers. Our DQDK implementa-
tion consumes 1474 kWh and the traditional OS networking
implementation consumes 1609 kWh. Using containers will
consume slightly more energy in the traditional OS networking
implementation (~26 kWh). The energy savings are up to
161 kWh (around 10% less energy).
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Fig. 8. DQDK Histogram Event Processing Rates

To simulate the Histogram mode on the Serenity board,
we implement a simulator for TRISTAN Tiles (166 channels
generating 16.6 million events per second for each tile) where
each channel generates random numbers representing energy
values. The goal is to calculate what are the needed resources
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to process the energy events of 9 Tiles in Phase 1 of the
TRISTAN deployment. We run the software-based DF inside
a container. Similarly to the Waveform Mode, the Histogram
Mode is using 3392 B of 212 16 B-events each. The required
processing rate for all 9 tiles would be 149.4 million events
per second.

The histogram in the software-based DF is allocated as a
multidimensional array. Incrementing the histogram bins based
on the received events requires memory accesses to this array
and yielding cache misses in some cases. Cache misses will
increase the dispatching latency and the processing latency,
and consequently harm the DF performance to process more
events per second. Since the multiple histogram bins (2 B per
bin) can fit in one cache line (64 B), the memory access pattern
might affect the number of cache misses. For example, if
the detector electronics are sending randomly ordered events,
every bin increment may yield a cache miss. On the contrary, if
the detector electronics are sending sequentially ordered events
by the channel number, then some bin increments will land
in the same cache line limiting the number of cache misses.
For this purpose, we perform our evaluations for 2 memory
access patterns: sequential access where the events in the UDP
packet are ordered by the channel number, and random access
where is no specific order for the events.

Fig. 8 shows the event processing rate of both the DQDK
and the Traditional OS Networking implementations as func-
tion of DQDK workers. For sequential memory access pattern,
it is enough to employ 7 DQDK workers (14 CPU cores)
to process the events of 9 TRISTAN tiles. However, we
would need 8 DQDK workers (16 CPU cores) to perform the
same task. For random memory access, 8 DQDK workers are
needed for all setups. However, the DQDK implementation can
process up to 165.88 million events per second which approx-
imately corresponds to 10 TRISTAN tiles, while Traditional
OS Networking can process up to 160.19 million events per
second for random memory accesses and up to 159.77 million
events per second for sequential memory accesses.
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Fig. 9. Consumed Energy for 9-Tiles Histogram Construction

Fig. 9 shows the consumed energy for configurations that
can process all events of the 9 tiles or more. For sequential
memory access, we record the consumed energy of both:
DQDK with the required 7 DQDK workers and Traditional
OS Networking with 8 workers. Both configurations consume

relatively the same amount of energy, but with our DQDK
configuration is considered better because it can do the same
with less CPU cores. For random memory access, 8§ workers
are required to process the events of 9 tiles both in DQDK
and Traditional OS Networking and thus both configurations
require 16 CPU cores. However, our DQDK implementation
consume 330.7 kWh less (1884.55 kWh in total consumption)
than Traditional OS Networking (2215.25 kWh in total con-
sumption).

These results show that our DQDK implementation is supe-
rior to Traditional OS Networking in terms of performance and
energy. The largest performance advantage of DQDK in TRIS-
TAN appears when the processing latency of the software-
based DF is relatively low, e.g. Waveform Mode. Even when
the processing latency is higher and DQDK performance is
close to Traditional OS Networking, e.g. in some cases in the
Histogram Mode, the DQDK framework still saves up to 15%
in energy.

IX. CONCLUSION

The Data acquisition Functions Virtualization (DFV) is a
new data acquisition paradigm that minimizes the efforts to
run, manage, and maintain software-based DAQ functions.
DFV proposes to run software-based data acquisition functions
on campus computing facilities that are already operated in
most research institutes. The building blocks of DFV are high-
performance computer networking and computer virtualiza-
tion.

We presented the DQDK framework, a software library
for high-performance and reliable DAQ. DQDK employs
high-performance optimizations to realize the full power of
AF_XDP and to prevent data loss caused by interference
in campus computing facilities. The framework is scalable
through parallelization by using more CPU cores. The user
is responsible for the design and the performance of the logic
supplied to the framework.

We apply DFV to the TRISTAN detector at KATRIN
by simulating the detector operational modes. Our experi-
ments show that we only require 6 CPU cores to process a
100 Gbit /s stream of TRISTAN detector in Waveform Mode
and up to 16 cores for building a histogram in the Histogram
Mode. The energy reductions are 10% in minimum and up to
15%. The performed experiments are executed in a virtualized
environment using containers. This will allow the scientists
to realize DFV and unleash its advantages for the TRISTAN
detector. Using DFV, scientists can deploy software-based DF
on campus computing facilities eliminating the efforts to run,
manage, and maintain computer clusters on the TRISTAN
experiment’s site.
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